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Introduction

By the time public key cryptography was introduced many cryptosystems of this
kind have been developed. For the most of these cryptosystems their security is based
on the difficulty of either of the following two problems, integer factorization and the
discrete logarithm problem. One of the first public key cryptosystems developed was
RSA which was introduced in 1977 by Ron Rivest , Adi Shamir and Leonard Adleman
and then widely used. This cryptosystem bases its security on the difficulty of integer
factorization. Therefore in order to test the security of ciphers like that the problems of
integer factorization and the discrete logarithm problem have been extensively studied
by researchers the last 40 years. One algorithm that was developed through those studies
was the Number Field Sieve. As the NFS is the algorithm that holds the current world
records for integer factorization we choose to study this algorithm.

The goal of this master thesis is to present the Number Field Sieve algorithm and the
mathematical background which was used for its development. The algorithm was first
introduced as a factoring algorithm. More particularly, the first version of the algorithm
could factor only integers n of the form n = r® — s with r, |s| small positive integers.
This algorithm presented in [16, pp. 11-42] will be studied in the first chapter of this
master thesis. To indicate the strength of the algorithm we mention two factorizations
that were done using it. Its first success was the complete factorization of the ninth
Fermat number in 1993 [15]. Apart from that, it also holds a record for factoring the
320-digit number n = 2961 — 11in 2012 [7]. As later versions of the NFS were based
on this one we try to explain each step in as much detail as possible. The main goal of
the algorithm is to construct a congruence of squares such that 22 = y? (mod n) and
x # 4y (mod n). In order to achieve that the NFS attempts to find a sufficient num-
ber of smooth elements over some factor base and then tries to find a combination of
them which will lead to a congruence of squares. For the development of the algorithm
we need many results from algebraic number theory, linear algebra and even graph the-
ory. In the first chapter we mention all the theory that we need and prove many results.
Finally we give a small example of a factorization so that the ideas described in the pre-
vious sections to be illustrated.

The second chapter is devoted to the General Number Field Sieve [16, pp. 50-92].
This is a version of the algorithm described in chapter 1 which can factor arbitrary inte-
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gers. Although slower than the one described in chapter 1 it is still faster than any other
factoring algorithm for integers with more than about 110 decimal digits. It actually
holds a record for factoring the 232—digit number RSA-768.

RSA — 768 =1230186684530117755130494958384962720772853569595334792197
3224521517264005072636575187452021997864693899564749427740
6384592519255732630345373154826850791702612214291346167042
9214311602221240479274737794080665351419597459856902143413

The factorization of RSA-768 reported in [13] finished in the end of 2009 and took about
three years.

RSA — 768 =3347807169895689878604416984821269081770479498371376856891
2431388982883793878002287614711652531743087737814467999489

X 3674604366679959042824463379962795263227915816434308764267
6032283815739666511279233373417143396810270092798736308917

In this chapter we explain all the modifications included in this version and prove the
mathematical background needed. Finally we give again a small example of a factoriza-
tion.

Heraklion 2/5/2017



Chapter 1

The Special Number Field Sieve

Building upon modern ideas about factoring integers in 1990 A.K. Lenstra, H.W.

Lenstra Jr., M.S. Manasse and J.M. Pollard published the paper The number field sieve”
[16, pp. 11-42]. This paper describes the algorithm which we are going to study in
this chapter (we will call it special number field sieve). The SNFS is one of the most
powerful algorithms available at the moment for factoring integers. Its first success was
the complete factorization of the ninth Fermat number in 1993 [15]. Apart from that,
it also holds a record for factoring the 320-digit number n = 21961 — 1 in 2012 [7].
However, it is not a general purpose factoring algorithm as it factors only integers of
the form n = r® — s for small positive r and |s|. Additionally, it gets faster than other
methods if the number we are trying to factor has more than about 100 decimal digits.
In case we are trying to factor a number with less than 100 decimal digits, the quadratic
sieve or the elliptic curve method will probably be faster.
The basic idea originating back to Fermat is that of constructing congruences of squares
modulo the number we want to factor. Let n be an integer that we want to factor and
assume that we have found x, y € Z such that 22 = y? (mod n) and z # +y (mod n).
It then follows that gcd(x — y, n) is a non-trivial factor of n. So our goal is to construct
congruences like the above. In order to achieve that the SNFS associates a number field
to n and then using sieving techniques it attempts to find a sufficient number of smooth
elements. Finally using linear algebra it combines these smooth elements in order to
construct congruences of squares.

1.1 Preliminaries on algebraic number theory

In this section we are going to take some results of algebraic number theory for
granted without proving them. These results are included in almost any book concerning
algebraic number theory as [19], we used [2].

A key concept for the number field sieve is the concept of a smooth number.

1



2 The Special Number Field Sieve

Definition 1.1.1. Let n € Z and B € N. The number n is called B — smooth if all its
prime factors are less than B.

Definition 1.1.2. A4 field K will be called a number field if it is a subfield of C and it is
a finite extension of Q.

For every number field K we define the ring of algebraic integers R to be as fol-
lows.

Definition 1.1.3. Let a € K, then a € Ry if and only if Irr(a, Q) € Z[X]

For the needs of our algorithm we wish to extend the concept of a smooth number
to the ring R so we are going to study some of its properties.
First of all, it is an easy result of algebraic number theory that there is a § € Ry such
that K = Q(0). Let [K : Q] = n and

fX)=TIrr(h, Q) = (X —0V) . (X —6P))..... (X —60")) where 6:=001

Having this in mind it is easy to show that there are exactly n embeddings of K in
C, defined as

o K —=C

n—1 n—1 .
Z a,0" Z aiﬁmz
=0 =0

We now use this embeddings in order to define the norm map of the field K.

Definition 1.1.4. Let K = Q(0) be a number field ,a € K and oy, 0, ..., 0, be the
embeddings of K in C. We define the norm of the element a to be

=
=

!
=
Q
&

i=1

The following result about the norm map will allow us to extend the concept of a
smooth element to the ring 7.

Proposition 1.1.5. Let K be a number field, then the norm map defined above is a
multiplicative function that maps the elements of K to Q and the elements of R to 7.

Definition 1.1.6. Let a € Ry and B € N then the element a is called B-smooth if its
norm is B-smooth.
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In the case of the ring Z the definition of a smooth element is depended on its prime
factorization. As we will see next for the needs of SNFS we need to have something
similar for the ring Rj;-. So at this point we need to make some comments about the
property of factorization in the ring R ;. Initially we define what is a unit of the ring
Ry

Definition 1.1.7. Let a € Ry, then a is called a unit of Ry if N(a) = £1.
The units of the ring R, form a group which we denote by E (R ).

Definition 1.1.8. Let R be an integral domain, then R is called a unique factorization
domain (UFD) if every non-zero and non-unit element can be written as a product of
prime elements, uniquely up to order and units.

Definition 1.1.9. Let R be an integral domain, then R is called a principal ideal domain
(PID) if every ideal of R is principal.

In general every principal ideal domain is a unique factorization domain but the
opposite does not hold. However for the ring of algebraic integers R of a number field
K the two properties are equivalent. That means that R either has both of the above
properties or none of them. In the next paragraphs we are going to study the SNFS
making the simplifying assumption that R, possesses both of the properties (i.e. the
class number of K , hj- = 1). In the end of the chapter we are going to mention how it
can be adjusted in order to apply in the case that R ;- does not possess none of them (i.e.
hz > 1). Even though in both cases the algorithm works fine there is one property of
Ry, that we need in both cases. That is the property of a Dedekind domain.

Definition 1.1.10. Let R be an integral domain, then R is called a Dedekind domain if
and only if the following three properties hold:

i) The ring R is noetherian.

ii) Every prime ideal of R is maximal.

iii) R is integrally closed.

The following theorem holds for every Dedekind domain.

Theorem 1.1.11. Let R be a Dedekind domain, then every non-zero ideal of R has a
unique factorization in prime ideals of R.

The above theorem makes clear why we want R, to be a Dedekind domain. The
reason is that in both cases we need unique factorization of ideals.

Theorem 1.1.12. Let K be a number field and Ry be its ring of algebraic integers.
Then Ry is a Dedekind domain.
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We will also need to define the norm of an ideal.

Definition 1.1.13. Let I be an ideal of Ry, then we define the norm of I to be N(I) =
# (R /T).

Remark 1.1.14. It is well known that this number is finite.

Definition 1.1.15. Let p be a prime ideal of R, we define the inertia degree f(p/pZ)
to be the degree Ry [p : Z/pZ] of the field extension.

The ring Z[0] is a subring of R . In the case that R, = Z[6)] that simplifies a little
bit the algorithm as we will see later. However, there are cases in which that does not
hold so, Z[0] & Ry. In these cases we cannot substitute the ring R, with Z[f] and
work with it. The reason is that Z[f] is not integrally closed and so not a Dedekind do-
main, which follows that we do not have unique factorization of ideals. That justifies
our choice to work with the ring R instead of Z[f]. As we will see in the next chapter
this is a difference between the special and the general number field sieve, as in the later
we will work in the ring Z[6].

Comment 1.1.16. For the rest of the chapter we are going to take the ring Ry for
granted without mentioning how it was found. For more information on how to compute
the ring of algebraic integers of a number field we refer to [§8].

1.2 Description of the algorithm

In the following description we consider the large prime variation of SNFS as in
practice it is proved to be more efficient. That means that in the sieving step, where we
are looking for smooth elements we allow one prime factor to exceed the smoothness
bound. For the rest of this chapter n will denote the number that we are trying to fac-
tor. Our goal is to construct a congruence of squares 22 = y? (mod n) and x £ +y
(mod n). The SNFS tries to achieve that through the following four main steps.

Step 1) We first choose the degree d of the extension in which we are going to work
and then associate a number field K = Q(6) to the number n. This is done through the
irreducible polynomial f(x) of . We choose f(x) in a specific way as we wish it to
have the following property.

There is an integer m (of size n'/¢ ) such that f(m)=0 (mod n)

Step 2) As we have chosen the number field K in which we are going to work, the
next step is to choose our smoothness bounds B, B,, By, B, such that B; < B; and



1.2 Description of the algorithm 5

B, < B,. Then we construct the factor base. Our factor base consists of three sets P, U
and G.

P={peP, p<B}

U = {a generating set of the group of units of R }

G={rc€Ry:<m>=p VpeP(K)suchthat f(p/pZ) =1and N(p) < B,}
U{r e Rg:<m>=p Vp|[fRg}

where f = [Ry : Z[0]] and f(p/pZ) is the inertia degree.

Step 3) We choose two sieving bounds U, U, and we try to find a sufficient number
of relations. More specifically we are looking for pairs (a, b) where a, b are integers
with |a| < U; and 0 < b < U, such that :

i) ged(a, b) =1

ii) |a+bm| is B;-smooth except for at most one prime factor p; such that B; < p; < Bs
iil) a + b is By-smooth except for at most one prime ideal p, in the factorization of
< a+ bl > with N(p,) = p, and B, < p, < B,

When we find a pair (a, b) that satisfies the above three conditions we say that we have
found a relation.

Step 4) Once we have enough relations we form a matrix depending on the factor-
ization of the elements a + bm and a + b that each relation corresponds to. Let S be
the set of all relations that we found in step 3. Then using linear algebra techniques we
attempt to find a subset 7" of S such that :

H (a4+bm)= squarein Z (1.1)
(a, b)eT
H (a+b0) = squarein Ry (1.2)
(a, b)eT

We are now going to make some comments on some points of the above steps that
may not have been clear.
In step 2 the choice of the smoothness bounds is done better empirically, however later
in this chapter we will mention some suggested choices depending on the running time
analysis of this algorithm. Also, in step 2 when we construct the set G we take the ele-
ments 7 to be pairwise not associates so, for each prime ideal we take only one generator.
At this point our assumption that the ring R is a PID is necessary. If R was not a
PID then we could not construct the set G. The reason for this is that some ideals may
not be principal so we cannot find a generator 7. Finally as we will see later the set U is
finite so we just have to determine it.
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Step 3 is the sieving step. The prime p, if it exists is called the large prime and the
prime ideal p, the large prime ideal. We distinguish between the following cases.
In a relation if there is not a large prime or a large prime ideal then we set p; = 1,
py, = (1) = Ry and we call the relation a full relation. Otherwise we call it a partial
relation. So in a full relation we have

a+bm= Hpe(p) and a4 bl = H ue®) H g°

peP uelU g€G

where e(p),e(g) € Nand e(u) € Z.

Definition 1.2.1. Let C be a set of partial relations, then C will be called a cycle if for
each (a, b) € C there is a sign s(a,b) € {+1} such that

I (aromy @ =T[p"® and T (a+60)" = [[uct® [[ o

(a, b)eC peP (a,b)eC uel geG

So in order to take advantage of partial relations our target will be to construct a
maximal set of independent cycles.

There is also a kind of relations called free relations. This kind actually corre-
sponds to the case where b = 0 and a € P. As we will see later for each prime
p < min{By, By} for which f(x) factors completely in linear factors in [,[X] there is
such a relation. When the number of full relations plus the number of free relations plus
the number of independent cycles exceeds |P| + |U| + |G| we stop sieving.

Each full relation, each free relation and each cycle that we have from step 3 gives
rise to two elements, one in Z and one in R .. If we consider a relation (a, b) these two
corresponding elements are a + bm and a + b6 respectively. If we consider a cycle C'
then these two elements are

H (a+bm)* ™" and H (a + bO)*>?),
(a,b)eC (a, b)eC

In both cases these elements factor completely over our factor base. So, for every such
element we compute its factorization. For example, let (a, b) be a full relation and

a+bm = Hpe(p> and a+ 00 = H uc™ H g°9)

peP uelU g€G

then we form a vector v, 4 over [, like this

Vo = ((e(p) mod 2) . (e(g) mod 2) . (e(u) mod 2), _,)
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In step 4 we form a matrix A using all these vectors as columns of A. Then using linear
algebra we attempt to find vectors of the nullspace of A. Each such vector gives rise to
a subset 7" of S (where S is the set of all full relations, free relations and cycles) such
that :

H (a +bm) = squarein Z
(a,b)eT

H (a+b0) = squarein Ry
(a, b)eT

Remark 1.2.2. The nullspace of A contains non-zero vectors as we have #S > |P| +
U] + 6]

Finally, once step 4 is completed we have constructed two squares, one in Z and one
in Ry respectively. Then we will use a ring homomorphism
¢ : Ry — Z/nZ for which the images of the two squares are equal in order to con-
struct a congruence of squares (mod n).

The next sections of this chapter are devoted to the study of the above four steps.

1.3 Polynomial selection and definition of ¢

In this section we will see how we construct the number field in which we are going
to work and how we define the ring homomorphism ¢ mentioned above. The number
field is constructed with the help of an irreducible polynomial which depends on the
special form of n as we will see. We have already mentioned on the previous section
that the first parameter which we choose is the degree of the extension in which we are
going to work. Let d be the degree of the extension and k the least positive integer such
that kd > e where n = r° — s. We set

t=srkd=e | flx)=a—t and m =1k
We have that
f(m) = rkd — gpkd—e — pkd=e(pe gy =0 (mod n)

so the polynomial f(x) has the property that step 1 of the algorithm requires. At this
point we make the assumption that f(z) is irreducible. This condition is likely to be
satisfied since in realistic cases a non-trivial factor of f(x) gives rise to a non-trivial
factor of n. As we have an irreducible polynomial, let # be one of its roots. We set
K = Q(#) to be the number field in which we are going to work. Moreover as f(z) is
irreducible it follows that [K : Q] = d.
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Comment 1.3.1. In practice the degree of the extension used for the SNFS is less than
7.

Remark 1.3.2. At this point before proceeding to the next steps there are two things
that have to be done. The first one is to find the ring Ry and the second is to compute
the class number h g of the field in which we are working. However the study of these
computational problems is beyond the scope of this master thesis.

The next step is to define the ring homomorphism . We are going to define ¢
initially in Z[f] and then extend it to Ry in case Z[f] & Ry. We define

o 28] - Z/nZ

d—1 d—1
Z a;0" Z a;m* (mod n)
=0 =0

where f(m) =0 (mod n). We are going to keep this notation for ¢ for the rest of this
chapter. In order to extend ¢ to R, we must first define the discriminant of an element.

Definition 1.3.3. Let K be a number field with [K : Q] = d, we define the discriminant
of d elements of K, {ay,ay,...,a;} to be Dy ({ay,aq,...,a,}) = (det[ai(aj)])z. We
define the discriminant of an element a € K to be Dy (a) = (det[ai(aj)])2

It can be proved that Dy () = [ (07(6) —o,(6))% = (=1) T N(f'()).
1<i<j<d
1
Proposition 1.3.4. Let K = Q(6) with [K : Q] = d then Ryy C ————7|0)]
D (0)
d—1 ,
Proof. Leta € R hence a can be writtenas a = >_ a0 , a; € Q. Let a'?) = 0,(a)
k=0
o d-1 Tk
fori =1,...,d. Then a9 = > akﬁ(l) fori =1,...,d so we have,
k=0
d—1 ag

R o || a®

. .d d 'd_l o : E

1 69D . g ay ol
Therefore that a;, = % fork=1,...,d—1where D = H (0,(0) —0;(0)) D#0

1<i<j<d
and
1 40 a g1
L) a? g4
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Also, A, € Z, D € 7. But now we have that a, = AD"#’D = A.D = a, D? which
follows that A,D € Q as D* = Dg(0) € Q and a, € Q. So, finally we get that

- d—1 d—1
A,DeQNZ =Z.NowD?%a= 3 D%, 0F = A,DOF € Z[f] = a € Z[0]
k=0 k=0 DK(G)

Z[0). O

C -
ol S5 )

We are now going to compute the discriminant of 0.
Dy (6) = (—1)"T N(f(6))
(— 1>T<“ <ded*1>
(—1)*
(—1)“T ad((— 1)d+1t)

(d—1)(3d+2)
=(=1)" 2 LAl where t = s

{

1

&

; E

d—1

Consequently as we showed that Ry C D;@Z[G] then for all v € Ry there exists

K
ap € Z[0] and an | | D () such that v = 2. As we have made the assumption that
s, r, d are small we can also assume that gcd(drs, n) = 1 and so we can extend ¢ in

Ry as follows,

o) = e(B)(p)

Next we define the discriminant of a number field.

Theorem 1.3.5. The ring Ry, is a finitely generated free abelian group with rank = d
and hence Ry = Zw, ® Zwy, ® ... & Lwy where w; € Ry,.

Definition 1.3.6. Every such Z-basis of R is called an integral basis of K /Q.

The discriminant of two different integral bases are equal, so we give the following
definition.

Definition 1.3.7. We define the discriminant of a number field K to be the discriminant
of any integral basis. We use the notation D i q

The following theorem about the discriminant of a number field gives us an interest-
ing connection.

Theorem 1.3.8. Let K = Q(0) be a number field. Then D (0) = [Ry : Z[Q]]QDK/Q.

Comment 1.3.9. In this step we used essentially the special form of n in order to con-
struct K and @. This special form of n enabled us to associate to it a number field of
special form with “small” discriminant. These special properties enable us to solve in
a reasonable amount of time computational problems like the construction of the factor
base. As we will see in the next chapter in the case where n is not of this special form
then constructing the factor base is out of the question.
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1.4 Factor base construction

In this section we are going to study how we construct some necessary sets for the
sieving step. This implies that we have to compute the sets P, U , G and something
extra as we will see.

The easiest setis P = {p € P, p < B;} as we can just get it from a database of
prime numbers.

The next set we are going to examine is

G={reRg:<m>=p VpeP(K)suchthat f(p/pZ) =1and N(p) < B,}
U{meRg:<m>=p Vp|fRg}

Initially we consider the construction of the subset
G, ={reRg:<m>=p VpeP(K)suchthat f(p/pZ) =1and N(p) < B,}

of G. In order to do that we first need to have a convenient representation of the
prime ideals p € P(K) such that f(p/pZ) = 1. The following theorem will give us
exactly what we need.

Theorem 1.4.1. Let K = Q(0) be a number field, where 0 is an algebraic integer, whose
(monic) minimal polynomial is denoted T'(X). Let f = Ry : Z[0)]]. Then for any prime
number p not dividing f one can obtain the prime decomposition of p Ry as follows. Let,

T(X) = HTi(X)e" (mod p)

be the decomposition of T into irreducible factors in ¥ [ X|, where the T, are taken to
be monic. then,

g
PRk = H P
=1

where p;, = < p, T;(0) >. Furthermore, the inertia degree f; is equal to the degree of
T..

(2

For a proof of the above theorem we refer to [8].

Corollary 1.4.2. Let K = Q(0) be a number field and f(x) = Irr(0, Q). Then, prime
ideals p of degree f(p/pZ) = 1 not dividing the index [Ry : Z[0]] are in bijective
correspondence with the pairs (p, ¢ mod p) where f(c¢) =0 (mod p).
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Proof. Let p be a prime ideal of degree f(p/pZ) = 1. Then Theorem 1.4.1 implies that
p = < p, f;(0) > where deg f; = f(p/pZ) = 1 and f; is monic. That follows
p=<p,0—c>where f(c) =0 (mod p). So, we map p to the pair (p, ¢ mod p)
where f(¢) =0 (mod p).

Conversely, let (p, ¢ mod p) be a pair with f(c) =0 (mod p). As f(c) =0 (mod p)
we getthat f(x) = (r—c)g(x) (mod p) for some monic g(x). Then Theorem 1.4.1 im-
plies that the factor z — c corresponds to the prime ideal < p, § —c > in the factorization
of pRj,. That finishes the proof. ]

The next step is to compute all these pairs (p, ¢ mod p) forp < By as f(p/pZ) =1
i.e. N(p) = p. We have already mentioned that we can assume we know all primes less
than B, so we just have to find the roots of f(z) mod p for all primes less than B,. In
order to do that we use the following algorithm.

Step 1) We set g(z) = ged(f(x), 2P —x). If g(0) = 0 (mod p) we conclude that

0 is a root and we set g(x) < @

If deg g = 0 we terminate the algorithm.

Step 2) If deg g = 1 and g(z) = a,x + a, then —aga; ' (mod p) is a root ,termi-
nate.
If degg = 2 and g(x) = ayz? + a1z + ag we set d = a,? — 4agya, and we find an e
such that e2 = d (mod p). Then (—a, + €)(2a,) " (mod p) are roots, terminate.

Step 3) If deg g > 2 we choose arandom a € [, and if g(a) # 0 (mod p), we set

hy(z) = ged(z%2 — 1, g(x — a)) and hy(z) = g(h"”—(;).
1(z
If deg h; = 0 or deg h; = deg g we choose another value for a and repeat step 3.

Step 4) We use recursively the above algorithm in order to factor h, (), hy(z). If r
is a root of hy(z) then r — a is a root of g(x).

p—1
AsazP—x = [] (x—1) instep 1 we actually isolate in g(z) all linear factors of f(x).

i=0
Step 2 considers two special cases in which we have a formula for the roots and so we
deal with them faster. In step 2 in the case where deg g = 2 we took for granted that there
will exist an e such that e2 = d (mod p). That will actually be true, as g(z) | 2P —
so it factors in linear factors. In step 3 we split the factors of g(x) (in the first iteration)

between h; and h, as,

glxr—a)|aP —z =zt —1) =2z’ —1)(z" +1).
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Also in order step 3 to fail, so deg h; = 0 or deg h; = deg g all factors of g(z — a)
must divide (%= — 1) or ("= + 1) respectively. That means that there is only a

chance of Sdogg T O fail. Furthermore as in each iteration step 3 will produce polyno-

mials h, (x) and hy(x) with degree strictly less than the previous step the algorithm will
terminate after a finite number of steps.

Now we are ready to compute,
G, ={me€Rg:<m>=p VpeP(K)suchthat f(p/pZ) =1and N(p) < By}
Let w, be the volume of the unit ball in R?. We set,
4\4% 1 2/d
vi=(2) = . C=(u/IDxlBy) " and M = [u;/|D]

Wq

The following algorithm attempts to find a generator for all prime ideals p for which
f(p/pZ) =1and M < N(p) < B,.

Step 1) Set m(p) = M + 1 for all p we are interested in.

d—1 d—1 :
Step 2) Forally € Ry, v = 3. s,0% for which 3" s,2|0]*" < C we do the following :
i=0 i=0

Step 3) Compute the norm N (7).
Step 4) If N(y) = kp for some p in the list of pairs (p, ¢) and |k| < M then :
1) Identify the prime ideal p that corresponds to this p and p |< v >. Equivalently we

d—1

find the pair (p, ¢) for which >~ s,c® = 0 (mod p) (see Lemma 1.5.3).
i=0

2) If k < m(p) then we set m(p) < |k[ and 7, < 7.

Remark 1.4.3. At the end of the algorithm m(p) < M Vp for which f(p/pZ) = 1 and
M < N(p) < B,

Remark 1.4.4. If'm(p) = 1 then the above algorithm guarantees that p |< 7, > and
<, > is a prime ideal so, p = < m, >. Otherwise if m(p) > 1 then as M < N(p) it
Jollows that p appears only once in the factorization of < m, >. So, we can deduce that
< m, > = Ip for some ideal I with N(I) = m(p) < M.

Hence, the only thing left in order to finish the construction of G, is computing
generators for ideals / with norm N (I) < M. In practice these generators is very likely
to be encountered during the above search, so when we find them we store them. Then
for the ideals p for which m(p) > 1 if for example we have < 7, > = Ipand [ =< 3 >
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we can deduce that p =< Wpﬁ_l >.
The next thing we have to compute is the set

Gy={m€Rg:<m>=p Vp|[Rg}

As we will see in the next section the primes dividing the index f = [Ry : Z[f]] and
essentially causing some problems are smaller than the degree of the extension K /Q and
so smaller than M. Consequently, we expect the above argument to apply in this case
as well, which means that we expect to find the generators while the above algorithm is
searching for the 7,,.
Remark 1.4.5. In case [Ry : Z[0]] = 1 the set Gy is empty.

The last set left to compute is
U = {a generating set of the group of units of R}

The following theorem guarantees that the above set is finite.

Theorem 1.4.6 (Dirichlet Unit Theorem). The group E(Ry) is the product of a finite
cyclic group of roots of unity with a free abelian group of rank r + s — 1, where r is
the number of real embeddings of K and s is the number of complex conjugate pairs of
embeddings.

Definition 1.4.7. The units that generate the r + s — 1 copies of Z in E(Ry;) are called
fundamental units.

In general the task of finding a system of generators for /(R ) is considered to be
very hard. For the needs of our algorithm we are going to make again the assumption
that we will encounter these generators during the search of the prime elements 7, as
described above. However, we must be careful, by making this assumption we do not
claim that in general the fundamental units will have ”small” coefficients. In many
cases advanced algorithms for computing such a system may exist in number theory
applications like SAGE or PARI and can be used but their study is beyond the scope of
this master thesis.

1.5 Sieving

In this section we are going to examine how the SNFS attempts to find pairs (a, b)
such that :
i) ged(a, b) =1
ii) |a+bm/| is B;-smooth except for at most one prime factor p, such that B; < p; < Bs
iii) a + bO is B,-smooth except for at most one prime p, such that B, < p, < B,.
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This prime will correspond to a prime ideal p, in the factorization of < a + b6 > with
N(ps) = py-

In order to do that, we first find pairs (a, b) such that (ii) and (iii) hold. Finally from
the remaining pairs we will choose those that satisfy (i) as well.

In both cases (ii) and (iii) we have two free variables a, b so we will use two nested
loops in order to check all combinations. That leads us to the following algorithm :

For each b with 1 < b < U, we initialize two “sieve arrays” A, and A, as follows.
For each a with —U; < a < U; we set the a'" position of A; to contain the number
a + bm and the a'” position of A, to contain the number N (a + b#). Then we examine
the smoothness of the elements of the two arrays separately. For the array A; we have
to check if each of the a + bm is B; —smooth. In order to do that, for each prime p € P
we do the following. For each position a that satisfies a = —bm (mod p) we divide the
prime p out of the element stored in that position as many times as possible. After this is
done for all primes p € P the elements of the array that are equal to 4-1 represent values
of a such that a 4+ bm is B;—smooth so, they could lead to full relations (if additionally
N(a + b0) is B,—smooth). The elements of the array that are less than B, represent
potential partial relations. So in order to decide which are the pairs we are going to keep
we have to check the smoothness of the elements of A,. For this we are going to use a
technique similar to the one used for A;.

Remark 1.5.1. Let p € P, then while we are sieving we divide elements of the array A,
by p only when it is guaranteed that the corresponding element is divisible by p. This
greatly improves the algorithm as no unnecessary divisions are performed.

Proposition 1.5.2. If'a, b € Z with gcd(a, b) = 1 then every prime ideal p that divides
< a + b0 > either divides the index f = [Ry : Z[0]], or f(p/pZ) = 1.

Proof. With p we denote the prime number below p. Then p { b as if p | b then b6 € p.
But we also have that a 4+ b8 € p so a € p which then follows thata € p N Z = pZ =
p|a=p]|ged(a, b) =1, contradiction. Let, p { f sop {< f >. Hence, at this point
we have that

ged(p, b) =1 = Jc € Zsuchthatbc =1 (mod p)

ged(p, f) =1= Ju € Zsuchthat fu=1 (mod p)
Aspl<a+bld>=a+b0=0 (mod p) = 6 =—ac (mod p)
because bc =1+ kp = bcel+p = bc=1 (mod p)
Let x € Ry then fx € Z[0] as |Ry/Z[0]| = f which gives us that f(x + Z[0]) =
Z[0] = fx+Z[0] = Z[#] = fr € Z[f]. Hence there exists a polynomial
g(X) € Z[X] such that fx = ¢(0). This leads to the following,

fr=g(—ac) (modp) = x=ug(—ac) (mod p).
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So, we can conclude that every x € Ry is equivalent to an integer (mod p). This
follows that the ring homomorphism

Y Z = Ri/p
at>a (mod p)

is surjective. Moreover ker(¢)) = {a € Z : a € p} = p NZ = pZ. Hence by the first
isomorphism theorem we get that Z /pZ = R, /p = f(p/pZ) = 1. O

The above proposition justifies our choice for the set G in the factor base. The reason
is the following, as we work in a Dedekind domain by Theorem 1.1.11 we get unique
factorization of ideals so, for every pair (a, b) we will have that

<a+bf>= p“1pyp S

and for each p, it will hold that either p, |< f >, or f(p,/pZ) = 1 as we just saw. But
when we sieve we want N (a+0b6) to be B,—smooth (except to at most one prime factor).
We are now going to make the connection between the factorization of N(a + b6),
< a+ b0 >anda+ bl. Let v, € Ry the connection follows by,

IN(7)| = N(<y>) and
<> =<d> = y=¢ed whereceisaunit.

By the first relation we get that,
|IN(a+b0)| = N(< a+bd >)
= N(p1“py® ... )
= N(p1)*N(pg)®2 ... N(p)
= (p1) " (po2) . (7)™

(1.3)

where f, = 1ifp, t< [ >.

This leads us to the following conclusion. The prime factors of N (a + bf) correspond
to prime ideals in the factorization of < a + b# >. Hence if the norm N(a + b0)
is By,—smooth it then follows that < a + bf > is a product of prime principal ideals
generated by elements of G.

Finally, if we have computed the factorization of < a + b > as

<a+bl>=]]<m>m
TeG
we then get that
a+b0:5H7re(”)

TeG

_ H ue(u) H 7I.e(ﬂ')

uelU TeG
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In the case of a + bm we saw how we could accomplish the sieving in the array A,
and by the same way find the factorization of these elements. In the rest of this section
we study how we do the sieving in the array A; and how we get the factorization of the
elements a + b6.

Lemma 1.5.3. Let p be a prime ideal with degree f(p/pZ) = 1 not dividing the index
[Ry : Z[0]] that corresponds to the pair (p, ¢) and a, b € Z with gcd(a, b) = 1. Then
pl<a+b0>ifandonlyifa+ bec =0 (mod p).

Proof. By the proof of Proposition 1.5.2 we getthatify € Ry and f = [Ry : Z[0]] then
there is a polynomial g(x) such that y = %9(9). As f(p/pZ) = 1 and ged(p, f) =1
we can see that

¢ : Rx/p = 2/pZ
d—1

a0 +p f1 Z a;ct + pZ
=0

U
=

|

Il
=}

i

is a ring isomorphism. Therefore a + bf € p if and only if a + bc = 0 (mod p) which
implies that p |< a + bf > if and only if a + bc = 0 (mod p). O

Remark 1.5.4. If we forget the contribution of the ideals that divide the index we can
see why we chose to work with elements of the form a + b. The first reason is that in
the factorization of < a + b > appear prime ideals of special form which are easily
stored in the computer by their representation as pairs (p, c). The second reason is that
by the above lemma we get a very easy condition of when such a prime ideal divides
<a+ bl >.

Remark 1.5.5. Each prime p dividing the N (a + b0) and not dividing the index

[Ry : Z[0]] corresponds to exactly one prime ideal p that divides < a + b0 >. Assume
that there were two prime ideals p, and p, dividing < a + bl > that corresponded to
the pairs (p, c¢q) and (p, c,) respectively. Then we would have,

a+bcy =0 (modp) and
a+bcy =0 (mod p)

Additionally p ¥ bas if p | bthen a = 0 (mod p) and therefore p | ged(a, b) = 1,
contradiction. Hence from the above two congruences follows then c¢; = ¢4 (mod p).
But the prime ideals of degree 1 are in bijective correspondence with the pairs (p, c)
and so p; = p,.
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We now return to the array A,. Initially in each position of A, we store N (a + b))

N(a+b0) =0,(a+bl)oy(a+b)...0,4a+ bo)
= (a+b0M)(a+b0?) ... (a + b D)

= bd(b +00 >)(5 +02) (% + o)
= (=) (=5 —0) (=5 —62) .. (=5 — 60)
= (=0)"f(=3)

— (—b)° [(_%)d - t] = ad — t(—b)"

so given a, b we can easily compute the N (a+b6). As we saw prime factors of N (a+b6)
correspond to prime ideals that divide < a + bf >. We will separate the sieving in two
steps. The first step concerns the prime ideals that do not divide the index. For those
ideals we proceed as follows. For each pair (p, c¢) we retrieve the elements of A, that are
in positions a such that a = —bc (mod p). We then divide them by the highest power
of p that they are divisible and store in the array the quotient.

In case the index [Ry : Z[f]] = 1 then we are done. Otherwise we have one more step.
In this case as we have assumed that we found Iy, an integral basis is known. Then
using the relation D (0) = [Ry : Z[G]]QDK/Q we can find [Ry : Z[0]]. As we will see
later we do not expect its prime divisors to be very large so we can factor it. Then for all
the elements of A, we check whether they are divisible by any of these primes. If any
element is divisible by any such prime we divide it out and keep the quotient.

Even though at this point we are done with the sieving, we also wish to know the
factorization of the smooth elements a + bm and a + b6 that we found. For the a + bm
the sieving technique used previously can give us the factorization as well. However
for the a + 0O the situation is different. Initially we will try to find the factorization of
< a-+bh >. Let

<a+b0>=p 1p,%2 ... p,

so we wish to find the ramification index e,. Let p be a prime ideal with f(p/pZ) = 1
that corresponds to the pair (p, ¢) and p | N(a + bf). Then the exponent of p in the
factorization of < a + bf > will be equal to the exponent of p in the factorization of
N (a + b0) by equation 1.3 and remark 1.5.5. Therefore, if we exclude the one ideal (if
it exists) that exceeds our smoothness bound, it is only the exponents of the prime ideals
that divide the index left to be computed.

First of all, for these primes we would like to have a theorem like 1.4.1. Let K =
Q(#). One idea would be to try to find another 6" € Ry such that X' = Q(#’) and hope
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that p } [Ry : Z[¢]]. If that is the case, then we can apply Theorem 1.4.1. However
there are cases of primes p where for every § € Ry, it holds that p | [Ry : Z[0]]. Let
D(09) = m(@)QDK/Q, where m(0) = [Ry : Z[0]]. We set my = ged{m(0) | 0 €
Ry, K = Q(‘9>}

Definition 1.5.6. Ifmj > 1then every prime p | m is called an essential discriminant
divisor.

Hensel’s criterion.
)Ifp| my, thenp < dwhered = [K : Q]
ii) If pR; factors completely in K | thenp | my < p < d

The decomposition law of these primes is very hard and we are not going to study
it here. In order to find the exponent of these ideals in the factorization of an ideal
I =< a + bl > we will compute the p—adic valuation of I.

By [8, p. 188] fora p |< f > we can get a basis of the form

p = <p7 _C+y95725"'a7d71 >

where ¢,y € Z,y | pand y | ¢ and ~; polynomials of degree i in 6 (not necessarily with
integer coefficients).
Having this in mind

a+bdep<sa+bld="kp+I(—c+yb)
S a=kp—Ilc and b=yl

<y|b and az—éc (mod p)
Y

We have that y | p but, ify = pthenp | band p | ¢ so p | a, contradiction. Hence,
y=1 so finally a + b0 € p < a4+ bc = 0 (mod p). Also, 0 —c € p = ¢c =0
(mod p) = f(¢) = f(0) (mod p) = f(c¢) =0 (mod p). Therefore the condition is
the same as in the case where p }< f >. However in this case the pairs (p, ¢) are not
in bijective correspondence with the ideals p |< f >. In order to deal with these ideals
we will use a different approach.

Definition 1.5.7. Let K be a number field and R C K. The set R is called an order of
K when the following two conditions hold :

DR=wZDw,Z D ... »wyZ whered = [K : Q] and w; € Ry,.

ii) R is a subring of K with 1 € K.

An order R C Ry fails to be a Dedekind domain only because it is not integrally
closed. So it is noetherian and every prime ideal of R is maximal.
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Proposition 1.5.8. Let R be an order of K. Then every non-zero integral ideal I of R
contains a finite product of prime ideals.

Proof. Let A = {I ideal of R, I #< 0 >, R for which the proposition does not hold}
and assume that 4 # (). As R is noetherian, .4 has a maximal elements. Let, M|, be a
maximal element of A. Then M|, is not a prime ideal of R, because if it was then we
would have P = M|, and therefore P C M,. Hence, there are a, b ¢ M, such that
ab € M, and weset A = My, +aR and B = M, + bR. As ab € M, it then follows
that AB C Myand A # R, B # R. This is true as if A = R for example, then by
AB C M, we would get that B C M,,. The last relation would then imply that b € M,
contradiction. Additionally, we have that M, & Aand My & Basa ¢ Myandb ¢ M,.
But, M, is a maximal element of .4 which then implies that for A and B the proposition
holds. If we combine this with AB C M, it then follows that the proposition holds for
M, as well, contradiction. So A = 0. O

Proposition 1.5.9. Let R be an order of K and p a prime ideal of R. Then there exists
an a € K\R such that ap C R. Furthermore p is invertible in R if and only if ap ¢ p
andp~! = R+ aR.

Proof. Letx € p, x #+ 0so xR #< 0 > so by the previous proposition there are prime
ideals g, such that [] q;, C xR for some finite set £. We choose F to be minimal in

IS
the sense that there is not a proper subset E of E such that [[ q; C zR. Furthermore,
1eR’
we have that [[ q; C R C p so 3Jj € E such that q; C p. Letq = I q;andso
icE i€ Eitj

pg C xR and q € xR as we have chosen E to be minimal. We choose a y € q such that

y ¢ xR. Hence,y ¢ xRand yp C [] q; C 2R, so we seta = g
icE T

y¢rzR= "¢ R=a¢ Rand
xr

ap=z'ypCcarlzR=R

Let P = p+ap,thenp C P C R but p is prime so it is also maximal, which leaves two
options.

i)IfP=Rthenap ¢ pand (R+aR)p=p+ap=R = p ! =R+aR.

i) If P = pthenap C pand (R + aR)p = pR. If p was invertible then R + aR =
R = a € R, contradiction. ]

Lemma 1.5.10. Let I be an integral ideal of R - and p be a prime ideal. Theny | I ifand
only if al C Ry where a is the one given by the previous proposition for p. Moreover,
the p—adic valuation of I v,, (1), is equal to greatest integer v such that a’I C Ry,

Proof. Letp | I = I Cp=al Cap C Ry.
Conversely, let al C Ry, this implies that ap/ C p = p | apI = p | ap or
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p | I. But in R all ideals are invertible, hence by the previous proposition we get that
ap ¢ p = plapandsop|I. Let I = p~J wherep } J.

Ifv<k:a’l =a’p*J = (ap)’p¥vJ C Ry

Ifv=~Fk+1: Leta*'I C Ry = a*1p*I C p**L1. This implies that either
p | (ap)* ™ orp| I Ifp| (ap)™" then p | ap, contradiction so p } (ap)*"*. Therefore
p must divide /. So, at this point we have that p | I and p } (ap)kH. If we combine
these with the fact that p*™* | (ap)**'1 we get that p*™* | I, contradiction. Therefore
a**I ¢ Ry. That finishes the proof O

As the previous lemma suggests, our next goal is to compute the a € K\Rj of
Proposition 1.5.9 for every prime ideal p we are interested in computing v, (I). For a
we have that ap C Ry so ap € Ry which follows that there exists a 8 € R such that

a = p where p is the prime below p. For a it holds that a € K\ R and ap C Ry so
p
for 3 the following should hold :

B € Ri\pRy and Bp C pRg

Letw,,w,, ... ,w, be an integral basis of Ry andp =< v >. Let 8 = zdj T,w;, T, € L.
So it is sufficient to find x; € Z such that they are not all divisible by z;:alnd By € pRy.
By € pRg = i rw;y € pRy. Letw,y = i a; Wy, then we will have

d d i d d o d ,d

;xi k:gl a;wy, € pRig = 1:21 k:;1 x;a,,w, € PR = k:;1 <z—21 xiaik)wk € pRy =

M=

z;a;. =0 (mod p) for k=1,...,d

%
=1

We solve the d x d linear system and we find the =, and therefore 3 and finally a. Let’s
assume that we have I = < v, >, p =<, >withp |[< f >and I = p*Jand p ¢ J.
Then k will be the greatest integer such that such that a*I C Ry < af < v, >C
Ry & <aby, >C Ry & afvy, € Ry.

Even though the irreducible polynomial of the following example is not of the form
we examine in this chapter it will illustrate how we are going to use in practise the above
method.

Example 1.5.11. Let f(z) = 2% — 22 — 22 — 8 and 0 be a root of f(x). We set
K = Q(0) for which it holds that hy = 1, [Ry : Z[0]] = 2 and in particular Ry =
7®07 9+_2022 Find the decomposition in prime ideals of the ideal I = < 2+ 0 >.
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The first step is to compute the norm of I. N(I) = [N (2 + 0)| = 16 = 2% so in the
decomposition of I we will have only prime ideals p such that p |< 2 > and as f = 2
we have that p |< f >. At this point we need the decomposition in prime ideals of 2R .
In this case 2 is an essential discriminant divisor. As we have already mentioned the
decomposition of primes dividing the index is very hard and we are not going to study it
in this master thesis. However, in [8, p. 351] we can find some results that will lead us
to the the following conclusion,

2Ry = p1paps

andpy =< 71 >, Py =< Yy >, p3 =< 73 > wherey; = 307 + 10+ 1, 7y =
02 + 20+ 3, v5 = %92 + 50 + 4. The next step is to compute the values a; that corre-
sponds to each p;.

For p, we have :

1oy =1+41-02 §.yy =441-0+2- 007 0402 .y =64+2044- 0402

So, we have to solve the following system in [, :

1 46 T 0
12 4 4 0

a solution is x| = x5 = 0 and x5 = 1 hence a; = %% = %.

For p, we have :

1oy =3+1-0+2- 042 0.4, =8+2-046- 4 040° .y —=16+460411-
So, we have to solve the following system in [, :

3 8 16 7 0
12 4 zg | =1 0
2 6 11 2 0

a solution is x| = x5 = 0 and x4 = 1 hence ay = %9.
For p; we have :

173:44—194—39450279»-)/3:12_{_394_8%, %73:224-694—159292

So, we have to solve the following system in [, :

4 12 22 7 0
1 3 6 z, | =10
3 8 15 s 0

a solution is xy = x, = x4 = 1 hence ag = L(1+ 6+ 0402 ) = 2430407
So in order to compute the factorization of I we need to compute v, (I). But as we saw
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this is equivalent to computing the greatest integer k; such that a,*:(2 + 0) € Ry.

Forp, :

a)(2+0) =2+ 204 € Ry

a2(240) =6+ 20 + 4848% € Ry

a?(2+0) =16+ 40 + 118422 € R
ad(24+0) =41+ 1010+ 5762 ¢ R, = p3|I
Forp, :

ay(2+0)=0+% ¢ Ry = pyt I

For ps :

a3(2+6) =3+6+ 3% € Ry
a2(2 4 0) :3?7—#%3«9—1—%% ¢ Ry = ps|l
Therefore, I = p3p,

Remark 1.5.12. Even though I = pips we have that 2 + 0 # (360* + 10 + 1)3(%92 +
50 + 4). The reason is that we have not taken into account the contribution of units in
the factorization of 2 + 6.

Finding the unit contribution will be our next step. At this point, we need to make
clear for which elements we are going to find the unit contribution. We are going to
do this for full relations (i.e. a + b is B,—smooth), free relations and cycles but not
for partial relations. In the cycles construction step, where we try to construct cycles by
combining partial relations only the factorization of the corresponding ideals is neces-
sary, not the factorization of the elements.

We are going to study the problem for the case of a full relation, the other two cases are
treated in the same way.

Let I = < a + bf > be an ideal with gcd(a,b) = 1 and a + b6 to be B,—smooth.
Then we know that I = [ p¢®) with N(p) < B, and f(p/pZ) = 1orp |< f > and we
have seen how to compute such a decomposition. Additionally for every such p we have
found an element m € Ry such that p = < m >. Hence, we can obtain a factorization

like the following :
a4+ bl = H uc®) H el
uclU eG

where we already know the e(7) and we are left to find the e(u). We have that U is a
generating set of F/(Ry ). By Theorem 1.4.6 we have that U = {ug, uq, ..., u,.} where
r = s+t —1and u; is a root of unity and u,, ..., u, are fundamental units. We
choose r embeddings o, ..., 0, of K in C such that there are no two conjugate complex
embeddings. We then define the map :

i K SR
x> (logloy(x)], ..., loglo(x)], loglo,.1 ()], ..., loglo,(x)|*)
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where o4, ..., 0, are real embeddings and o, ..., 0, are complex embeddings. By
the Dirichlet unit theorem we know that the image of F(Ry ) under [ is a lattice of
dimension r in R”. We define IV to be the  x r matrix whose columns are the [(u,)
forv = 1,...,r. The columns of W form a base of the previous lattice. Indeed, let
e € E(Ry) then € = uy®u“ ... u, % =

l(e) = Uupuq® ... u,r)
= (log|oy (ug®u,© ...u, %)), ..., log|o, (ugou, ... u,)|*)
2

= (log| Hol(ujejﬂ, .,y log| Har(ujej)| )
j=0 py
= (Z logloy (u; )], ..., Z log|ar(ujej)|2)
J=0 j=0
= (Y_ejlogloy (uyl,-.. Y ejloglo, (uy)]’)
Jj=0 j=0

= (Z ejlog|01<uj)|a 72 ejlog|ar(uj>|2>
Jj=1 j=1

()

as loglo,(ug)| = 0 fori = 1,...,7 (u, € kerl). So the I(u;) span the lattice and
they actually form a basis as they are as many as the dimension of the lattice. There-

fore, let a 4+ b0 = [ u,*™) [] 7™ and we want to find the e(u;). We set v =
1=0 wcG

(a+b0) [ _¢ 7™ which is a unit so [(v) is in the lattice spanned by the I(u,) and
particularly

SO
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We know W so we have to find /(v) in order to be able to compute the e(u,). But
[(v) =1((a+b0) [ 7<)

meG
= I(a + bb) + Z(H relm)
TeG
l(a+b0) — Z e(m
meG
Therefore we have found the e(u;) fori = 1,...,r and e(uy) is left. But u is a root of

unity and in practice we use extensions K /Q with [K : Q] < 6. This implies that if u is
an n—root of unity then ¢(n) < 6 where ¢ is the Euler function. But ¢(n) < 6 implies
that n € {1,2,3,4,5,6,7,8,9,10, 12, 14, 18} so after at most 18 attempts we will find

e(ug)-

We are finally going to make two remarks.

Remark 1.5.13. In the sieving step we used two arrays A, and A, in which we stored
a + bm and N (a + b) respectively. In practice, when we implement the sieving step
we can make some improvements. In the description of the sieving step in [16] it is
mentioned an implementation in which we store In(|a+bm|) and In(|N (a+b0)|) instead
of a+bm and N (a+b0) respectively. This can improve the performance of the algorithm
at some minor cost.

Remark 1.5.14. We have mentioned that for each prime p < min{By, By} for which
f(x) factors completely in linear factors in ' ,[X] there is a free relation. Obviously
for these p, p factors over the set P and by Theorem 1.4.1 we get that p Ry will factor
completely in first degree prime ideals. As we have that p < B, it then follows that

pRy = [[ < m >. These relations are considered as free, as we do not have to use
TelG
the sieving step in order to conclude the smoothness of the corresponding elements.

1.6 Cycles construction

As we have already mentioned in section 1.2 in order to take advantage of partial
relations we try to combine them in cycles. In this section we present a solution of this
problem as described in [17]. But first we remind the definition of a cycle.

Definition 1.6.1. Let C be a set of partial relations, then C will be called a cycle if for
each (a, b) € C there is a sign s(a,b) € {£1} such that

H (a+bmsab Hp and H (a+b€s Hu ng(9>

(a,b)eC peP (a,b)eC uclU geG
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Let R be the set of all the partial relations we found while sieving. Our goal is to
find subsets C' C R such that they satisfy the above definition. In order to do that we
are going to use graphs. In the rest of this section we are going to take for granted some
results of graph theory without proving them. For more details and proofs we refer to
[4], we used [14].

Definition 1.6.2. 4 simple graph G = (V, E) consists of a set vertices V and a set of
edges E which is a set of pairs of elements of V.

We are going to create a graph that will represent the connections among big primes
and big prime ideals. In our case the set of vertices V will be such that V' C {1}UP,UP,
where P, = {all the big primes} and P, = {all the big prime ideals}. We have that
V C{l1}UP,UP,andnotV = {1} U P, U P, as some big primes or big prime ideals
may not appear in any partial relation.

An edge will connect two vertices in the graph if there is a partial relation in which the
corresponding elements of the two vertices appear as "’big”.

Definition 1.6.3. A path in the graph G will be called a sequence of vertices

€1 €2 €n—1
u1 7 u2 ces u

n

where the edge e; connects the vertices u; and u; y for j = 1,2,...,n—1. The number
of edges that appear in a path is defined to be the length of a path. A path in which the
last and the first vertex is the same is called a cycle.

As we can easily imagine, a cycle in the graph implies a cycle of partial relations.

Definition 1.6.4. 4 graph G = (V', E) will be called bipartite if there is a partition of
the set V such thatV.= AUB, ANB = () and there is no edge connecting two elements
of A or two elements of B respectively.

The graph which we are going to construct will be the union of a bipartite graph with
the vertex {1} and all edges connected to it. Hence, a cycle of odd length will include
the vertex {1} as if it did not, that would imply the existence of an edge connecting two
elements of P, or P,, contradiction. So, for the cycles of the graph with even length
we can assign the signs +1 to the edges alternately without bothering for where to start.
As edges correspond to partial relations this will give us a cycle among partial relations.
For cycles of odd length we must be more careful as they include the vertex {1}. For
these cycles we have to start with an edge connected to {1}.

Our goal is to find the cycles of the graph which we constructed. However we do
not have to find all cycles of the graph. If the symmetric difference of two cycles C}
and C is the cycle C'5 then C; will not give us any new information as we can get it by
C, and C,. Therefore, we want to find a maximal set of independent cycles of G. The
first step will be to calculate how many independent cycles exist in the graph.
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Definition 1.6.5. 4 connected graph G which does not include any cycles is called a
tree. A graph (connected or not) which does not include any cycles is called a forest.

Definition 1.6.6. A tree T', subgraph of G which contains all the vertices of G is called
a spanning tree of G.

Theorem 1.6.7. Every connected graph G includes a spanning tree.
Theorem 1.6.8. Every tree with v vertices has v — 1 edges.

Theorem 1.6.9. Let G = (V, E) be a connected graph with |V| = v and |E| = e.
Then, G has e — v + 1 independent cycles.

Corollary 1.6.10. Let G = (V| E) be a graph with ¢ connected components,
and |E| = e. Then, G has e — v + ¢ independent cycles.

Vi=w

Therefore, in order to be able to calculate how many cycles exist in the graph we
have to determine e , v and c. The easiest of all is e as it is equal to the number of partial
relations we have found. We are going to compute v and c using the following algorithm.

We construct an array 1" of two elements per row 7'(d;, a,) where d, will store ver-

tices and a; the position in 7" where is the root of the connected component of G that
contains a,.
Initially we set v = 0, ¢ = 0 and d; = —1. For each partial relation which we will
consider, let p; be the big prime and p, be the big prime ideal (maybe p; = 1 orp, = 1).
The first step is to insert p; and p, in the graph. For example in order to insert p; we are
searching for the smallest j such that d; = p, ord; = —1. If d; = p; then we do not
add anything. If d; = —1 then,

dij<p, aj<j, v<ov+l, cec+1l

We deal with p, in the same way. The next step is to find the roots of the connected
components of GG in which p; and p, belong. We illustrate how this can be done for p;
and we use the same method for p,. Let d; = py, we set r < j and then r < a, as
long as a,. # r. In this way when we are done r will be the position in 7" of the root of
the connected component of GG in which p; belongs. In this way we get an ; and an 7,
corresponding to p; and p, respectively.

Ifry #rythenc+c—1

Ifd, <d, thena, <7

Ifd, <d, thena, <,

If r; = r, then p; and p, belong to same connected component of G.

After all partial relations in R have been processed, v will be the number of vertices in
GG and ¢ the number of connected components.
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The next step is to construct a set of independent cycles. The above algorithm has
already found the connected components of GG. The roots of these components will be
our starting point. Our goal is to construct a spanning forest for GG so then any edge not in
the forest will imply a cycle. We are going again to construct an array that will store this
forest and all the necessary information in order to build it and then conclude a cycle of
partial relations. We built an array 7" with four elements per row, i.e. 7'(d,, a;, a, b, depth
(mod 2)). As before d, stores vertices, a; stores the immediate preceding vertex, (a, b)
is the pair that gave us the partial relation and finally in the last field we store the depth
(mod 2) in the graph of the corresponding vertex. In depth 0 we place the roots found
by the previous algorithm. Then we repeatedly scan the partial relations, considering
only those that are not already used. For each partial relation that correspond to an edge
we check if any of the two vertices is already included at the previous depth in the graph.
If both vertices are not in the graph then we leave this relation for later use. If one vertex
is in the graph at the previous depth, but the other vertex is neither present at the current
nor the previous depth, we add that edge in the graph by updating the array 7'. Finally
if one vertex is in the graph at the previous depth and the other in the current or the
previous depth we have found a cycle. In order to actually get the cycle we follow the
path from the one vertex corresponding to the new edge until the root and then back to
the other.

Remark 1.6.11. The above cycles will be independent as in each one of them we used
one "new” edge to construct them and we used each such edge only once.

1.7 Linear algebra

The last step of the SNFS is the linear algebra step. In this step we attempt to solve
a large sparse system of linear equations over [ 5. In order to solve such a problem one
choice would be Gaussian elimination. However the matrices encountered for record-
breaking factorizations are really large and therefore we would like to have a more ef-
ficient method. Indeed, for this step there are two alternatives. These are the Block
Lanczos algorithm [18] and the Block Wiedemann algorithm [9]. In this section we are
going to describe how the Block Lanczos algorithm works according to [18]. Initially
we are going to describe the Lanczos algorithm over the field R in order to understand
the basic ideas behind the algorithm. Afterwards we will see how it can be adjusted in
order to apply over the field [,.

Let A be a matrix such that A € M_(R) and y € R™. Our goal is to find a x € R”
such that Az = y. In case A is symmetric, positive-definite and sparse then we can
apply the Lanczos algorithm in order to find a solution.

Let T : R™ — R™ be the linear operator induced by the matrix A.
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Definition 1.7.1. Let T : V — V be a linear operator. Then S : V. — V will be
called the adjoint linear operator of T iff < T'(u),v >=<u,S() > Vu,veV.
Remark 1.7.2. If T is induced by A for which we have that AT = A then S = T.
Indeed

< T(u),v>= (Au) v = uTATv = uT Av =< u, T(v) >

In this case T is called self-adjoint.
The following subspace is of great importance for the Lanczos algorithm.

Definition 1.7.3. Let T be a linear operator as above and y € R". The subspace
W = span({y, T(y), T*(y),...}) is called the T—cyclic subspace generated by y (or
Krylov subspace generated by ).

Proposition 1.7.4. Let B = {wg, wy, ... ,w,, 1} be a basis of the T—cyclic subspace
generated by y such that < w;,T(w;) >= 0 fori # jand < w;,T(w;) >% 0 for
1=0,1,...,m — 1. Then,

m—1

Z <wz7y> w.
(2
T(w;) >

=

satisfies T'(x) = y.
Proof. Letw; € B then

o<,y >
<w;, T(z) > =< wj,T(Z - wi> >

< w;, T'(w,;) >
m—1
< w;, Yy >
Z S = <wpT(w,) >
=< w;,y >

and therefore we can conclude that < w,, T'(r) —y >= 0 Vw; € B. But, B is a basis
for W which implies that < w, T'(x) —y >= 0 Yw € W. Additionally 7 is self-adjoint
and hence if w; € B then < w,;, T(T(x) —y) >=< T(w,;),T(x) —y >. Moreover
asw;, € B=w;, € W = T(w;) € W and therefore < T'(w;),T(z) —y >= 0 as
we have already shown. That follows < w,, T(T(z) — y) > = 0. By the definition of
W we have that y € W and by definition of x we get that x € W which imply that

m—1
T(r)—y€Wso,T(x) —y= ). cw,;. Letw; € B then,
i=0

m—1
0:<wj,T(T(m)—y)>=<wj,T< ciwi> >
i=0

—Zc <w;, T(w;) >= ¢; <w;, T(w;) >
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]

and as < w,;, T'(w;) >+# 0 we get that ¢; = 0. But j was chosen randomly and
hence T'(x) —y=0=T(z) = y.

Our next step will be to find a way to compute a basis for I as in the previous
proposition.

Proposition 1.7.5. Let W = span({y, T (y), T*(y), ..., T™ (y)}). We set

< T('UJ ')7T<w'71) >

B = ithw, = dw, =T(w; {)— J : .
{w07 Wy, 7wm71} win wy yanaw; (w271> j;) < T<w3)7 wj > w]

Then B is a basis for W such that < w;, T'(w;) >= 0 fori # jand < w;, T'(w;) >7 0.

Proof. Let B; = {wg, wy, ... ,w;_; } and assume that < w;, T'(w;) >= 0 for i # j. Let
aowo + cee + a/lilwlil = O Wlth a/l' E [R. Therefore T(a/owo + cos + alilwlil) - 0 and
hence for 0 < 57 <[ — 1 we have
0 =< wj, 0 > =< wj,T(a/OwO + ...+ alilwlil) >

=< wj,aqT(wp) + ... + a1 T(w;_y) >

=ag <w;, T(wy) >+... +a; <w;, T(w;) > +.. + a4 <w;, T(w_q) >

=a; <w;,T(w;) >

and hence a; = 0 as < wj,T(wj) >=# 0. We chose j randomly so a; = 0 for j =

0,...,I1—1 = the elements of B, are linearly independent. Let W, = {y, T'(y), ..., T "1 (y)}.

We are going to to prove the proposition inductively. For [ = 0 the proposition is triv-
ially true. We assume it is true for some [ with [ < m and we will show it for [ 4 1. Let
w; € By, then

<wy, T(wy) > =< T(w;_y) — 2T ST (wy)w; > w;, T'(w;) >
i—1
< T(w;), T(w,_q) >
=<T T — L T(w,
< (wlfb (w]) > £ < T(er)awz > < wy, (w]) >
<T(w;4), T(w;) > — < T(w;), T(w,_y) >
0

So, < w;, T'(w;) >=0ifi # jin B, ;. The next step is to show that B, ; and W,

th Let w; € B th T(w,) le < Tlwy), T(wy) >
€ same Space. € ; en ; = - — w
span p w; Wiy w, 2 T (ww, >

k—1
which follows that T'(w;) € span(B;,,). We will show that w, = T*(y) + 3" a,w;.
i=0



30 The Special Number Field Sieve

< T'(wy), T(wy) >

Fork=1:w, =T(y) —

< T(wy),wy > °
We assume that it holds for & then,
k k—1 k
Wpt1 = )= > _bw; =T(THy) + ) azw;) = byw,
3=0 =0 §=0
k—1 k
=T (y) + a;jw; — Z bjw;
7=0 7=0

But we have that T'(w;) € span(B;,,) = T(w;) € span(Bk+1) forj=0,....,k—1
k

and hence wy,,; = T*"(y) + 3 c;w;. So, w; = T'(y) + Z a;w; but TH(y) € W,
=0

i=
and w; € span(W, ;) fori = 0,...,l — 1l as w; € span(Bl) = span(W,;) C
span (W, ;) by inductive hypothesis. Therefore w; € span(W,, ) andso span(B,,,) C
span(Wy, ). The elements of B, ; are linearly independent hence dim(span(B;,)) =
[ + 1 and dim(span(W;, 1)) = I + 1 so we get that span(B;, ;) = span(W,.;) O

Proposition 1.7.6. The basis B or the previous proposition can be computed recursively
by the following formula

<T(w;_q), T(w;_y) > < T(w; ), T(w;_y) >

w, = T (w; — w; w,
(wia) <T(w; y),wyq > <T(w; o)w; 5> >

(2

fori > 2.

Proof. Let j < i — 2 it is sufficient to show that < T'(w;), T'(w; ;) >= 0. By the

B I < T(wy), T(w;) >
definition of w;, ; we have that T'(w;) = w,,; + k:z::o Ty, w]:>

Wp.

asjtl<i—1=j+l+i—landk<j<i—-2<i—1=k=+i—1 O

The above method will fail to find a vector  such that Az = y in our case mainly
because of the following three reasons.
1) A is not symmetric.



1.7 Linear algebra 31

2) y = 0 and therefore W = {0}.
3) As we work in the field [, then < w,, T'(w;) > # 0 may fail.

For these reasons the method will be adapted in a block version in order to meet the
needs of the NFS. In this version the vectors w,; which we used above as a basis for the
vector space W will be replaced by matrices I/, whose columns will span the subspaces
W,. We are going to briefly describe how the method works, for more details and proofs
we refer to [18].

Let A be a symmetric n x n matrix over a field K.

Definition 1.7.7. Let W be a subspace of K", then W is called A—invertible if it has a
basis W of column vectors such that W AW is invertible.

Assume we have found subspaces W, such that:
1) W, is A—invertible.
2) WJTAWZ- = {0} fori # j.
3) AW CWwhere W =W, +W, +...+W,,_,.

Proposition 1.7.8. Let b € W and W, basis of W, which satisfy the above three condi-
tions. Then the

m—1
z=Y W;WTAW,) 'WTh
5=0
satisfies Ax = b.

Like the previous case the next step is to construct such a set of subspaces W,. This
will be done by choosing the bases W; of each W,. Let N > 0 (N = 32 or 64) according
to [18] we construct matrices V; : n x N, S; : N x N, where N; < N such that
WTAV, =0 for j <iand W] AW, to be invertible.

Proposition 1.7.9. Let W; = V,.S;, V;,, = AW,ST +V, — > W;C;,y ; fori > 0
=0

W, =< W, >, Cipyy = (WFAW) " WTAAW,ST + V;) and V,, = 0. Then
W, is A—invertible , WT AW, = {0} fori #+ j, AW C W and W' AV, = 0 for
0<j<it<m.

Remark 1.7.10. The recurrence formula used to find the V, | can be simplified as in
the case of vectors.

We are now going to use the above results in order to find vectors in the null space
of the matrix B deduced by the sieving step. Let B be n; x n,, we set A = BT B and
n, = n then A is an n X n symmetric matrix over [ ,. We will attempt to solve Az = 0
and then conclude solutions for Bx = 0. Initially we choose a random n x N matrix
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Y and compute AY. Our goal is to find a matrix X such that AX = AY. Then the
columns of X — Y will be vectors in the null space of A. In order to find X we use
the Lanczos algorithm. We initialize V[, = AY and construct matrices W, as described
previously. Then

m—1
X = Wi<WzTAWi>71WiTVvO

i=0
will satisfy AX = AY under some assumptions made in [18]. If not, then the method
can be modified in order to work in that case as well. Weset Z = X — Y, if BZ =0
then the columns of Z are vectors in the null space of B. If BZ #+ 0 then we compute
BZ and find a matrix U (at most N X N) whose columns span the null space of BZ.
Then a basis of subspace spanned by the columns of ZU will give us the desired vectors
in the null space of B.

Comment 1.7.11. According to [18, p.114] the algorithm described in this section is
estimated to take about O(n?) time in contrast to the Gaussian elimination which takes

O(n?).

1.8 Runtime analysis

In this section we are going to present some heuristic runtime analysis for the SNFS
as given in [16]. The running time of the SNFS can be given by the function L, [v, \]
where,

Ln[l/, )\] — eA(logn)V(loglogn)k”

Using this notation and the assumption that r and |s| are below a fixed upper bound, the
estimated running time of the SNFS is L, [1, ¢] where ¢ = {/32 ~ 1.5263. At this point
we have to mention that the SNFS and GNFS (with L, [1,¢], ¢ = {/81 ~ 1.9229) are
the only known factoring algorithms which are conjectured to have a value v < 1.
According to the analysis given in [16] we are now going to give the suggested choices
for the smoothness bounds and sieving bounds as well as for the degree of the extension
K /Q which we are going to use. The optimal choice for the sieving bounds U, U, and
the smoothness bounds B, B, is

6(%+0(1))d log d+\/(d log d)*+2log(n'/4)loglog(nl/4)

For the large prime and large prime ideal bounds B4 and B, respectively we have to take
B, < B? and B, < Bj. In this way it is guaranteed that the remaining factor of a + bm
and N (a + b0) after sieving will be prime so we do not have to factor it. At this point
a choice close to B and B3 respectively may seem appealing but as primes get larger
they appear less often in partial relations. Therefore it is more difficult to be matched
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in a cycle. A good choice for By would be between B}-? and Bj** and similarly for

. . . 1/3
B,. Finally the optimal degree d of the extension is d = (W) % for e —s o0
. . glogmn
where e is the one inn = ¢ — s.

1.9 The SNFS in the case i > 1

In this section we are going to briefly describe how the SNFS is adjusted in order
to work in the case hy > 1. In this case Ry is neither a PID nor a UFD. Therefore
in this case we cannot search for generators for the prime ideals p which implies that
we cannot construct the set G like the case h = 1. Also the elements of Ry do not
have a unique factorization. However, our goal will be again to find some algebraic
integers for which both them and their images under ¢ will be smooth. Like the case
hy = 1 we will be searching for algebraic integers with small coefficients with respect
to an integral basis. In this case we do not necessarily search for elements of the form
a+bl. Letpy,p,, ..., p, be the prime ideals with N(p,) < Band N(p;) < N(p,,q).
Our goal is to generalize the set G for the case h, > 1. In this case we construct the

set G as follows. Initially we search for a a; € Ry such that a; Ry = p’fl‘l and k 4

is the minimal power of p; such that p]fl’l is principal. Therefore k4 ; is equal to the

order of [p,] in the class group C1(K). Afterwards, we search for a a, € R such that
ayRy = plfl’ngQ’Q where k; , < k; ; and k, , minimal, hence equal to the order of the
coset [py] < [py] >in CI(K)/ < [p;] >. We proceed in the same way for the rest of the
p;. In this way we construct an upper triangular matrix M with elements the k; ;. Now
we set G to be the set of all these a,.

Remark 1.9.1. The new set G is actually a generalization of the one in the case hy = 1.
Indeed, if hye = 1 then we would have k; ; = 1 and k; ; = 0 for i < j and hence the a;
would be generators of the respective p;.

S
Let # € Ry that is B—smooth then R, = [] p;* as R is a Dedekind domain.
i=1
We will show that x has a unique factorization as a product of elements a, € G and a
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S
unit. We search for p; fori = 1,..., s such that [] a,/" Ry = v R. But,
j=1

S S
1 k.
Lo/ =11 { 1]
j=1 j=1 \w=1
S ] &
Vgt
=I1Lw"
j=1lv=1
5 Z_kj,ulj’u
= V=D
P;
=1
S k; p S
gt vty ’Uj . . .
Hence, xRy = [] p;»~7 andzR, =[] p ;* and we have unique factorization
J=1 J=1

S
of ideals so, v; = > k; , pi,,. This implies that
v=j

H1 Y1
M| P2 = Y2
Hs Us

kiqi k1o kig - ki
koo kog o kg

M = k3,3 k3,5

k

s,s

S
Finally we get that z = u [] a;"s where u € E(Ry). Then, we can proceed as in
j=1
the case hy = 1.

Remark 1.9.2. The 1, which we will get by solving the above system will be integers.
Indeed, if we take g for example, we want kg ju, = v, so kg , must divide v,. But
s s—1
zRy =[] p;}j and kg ; is the order of [p,] in CI(K)/ < [] p; > which implies that
j=1 Jj=1
kg s | vg. If we want to check that i,y will be an integer we apply the above argument
but this time for the ideal zas' * R Kk and we continue in the same way.
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Comment 1.9.3. The above remark justifies why we chose the a,; to satisfy a; Ry, =

(2
H1 p;”" and not just a; Ry = pf
]:

Given these modifications new computational demands arise. The first is computing
the structure of C1(K'). Then, we have to find all ideals p, with N (p,) < B. Afterwards,
given the CI(K) and this set of prime ideals we have to compute the k; ; and a; for each
p, as described above. Moreover, in order to be able to compute the 11, we must be able
to compute the v; in the factorization of zR.. In this case we do not necessarily have
f(p,/pZ) = 1. Hence, we will have to use the method used for the case hy = 1 and
p | (f) in order to compute the v, (actually with a small modification as the p, are not
principal in general).

1.10 A working example

In order to get a better understanding of what we have done so far we are going to
give an example of a factorization using the SNFS. The number which we are going to
factor is n = 60698453. Obviously, for factoring a number of this magnitude nowadays
we do not have to use such a powerful algorithm as the SNFS, but here it will help us
illustrate the procedure.

First of all in order to use the SNFS we need to write n in the form r¢ — s. By try-
ing some values for s we observe that n 4+ 4 = 393 and so we have that n = 393> — 4.
Hence in our example we have » = 393 , s = 4 and e = 3. The next step is to choose
the degree d of the extension K /Q in which we are going to work. We choose d = 3 so
the least integer k such that kd > e is k = 1. Therefore, as described in the first step of
the algorithm we get

fx) =a% —srkd=e =23 4 and m=rF =393

and f(x) is irreducible so the number field in which we are going to work is K = Q(6)
where, § = /4 Then using SAGE we find h and an integral basis for Ry. This can
be done by giving the following commands :

R<x>=QQ[]

K.<a> = NumberField (X3 -4)

h=K.class number() ; h

RK = K.maximal order()

RK.basis()

2
and we get that hye = land Ry = Z @ V4Z @ %\?/4_1 Z. As we can see in this case
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Z[V/4] & Ry so we define ¢ as follows :
0 Ry — 7/606984537

1
5 (20 + 2y VA + VD)%) 5 (22 + 29393 + 23932)21 mod 60698453)

Our next step is to choose the smoothness bounds B, By, B3, B,. We make the
choices B, = 43, B, = 43 and B5 = 50, B, = 50. This will give us that
P ={2,3,5,7,11,13,17,19, 23,29, 31,37, 41,43}
Afterwards we compute the pairs (p, c) that correspond to the prime ideals p with f(p/pZ) =
1 and N(p) < B,. Using the algorithm described in section 4 we conclude that these
pairs are :

(3, 1), (5, —1), (11, 5), (17, —4), (23, 3), (29, 9)
(31, —3), (31, —13), (31, —15), (41, —16), (43, —5), (43, —8), (43, 13)

Comment 1.10.1. We did not take into account the prime 2 because it divides the index
as we can see below.

We can compute the discriminant of the number field by computing the discriminant
of the integral base. In SAGE this can be done by the following command :
d=K.absolute discriminant() ;d

and we get that Dy ;g = —108 = —223%. Also, Dy (V/4) = —3%2* and as
Dy (V4) = [Rg : Z[\B/Z]]ZDK/Q we get that [R, : Z[V/4]] = 2.

So now we can determine,
G, ={mne€Rg:<m>=p VpeP(K)suchthat f(p/pZ) =1and N(p) < By}
In order to do that we must first compute the parameters of our search,

4N\4? 1
vy = (—) =~ 0.367
d (.Ud

2/d
C = (v4V/|Dg|By) " 30
M = [vgV/|Dgl] =3

These parameters imply a search for the generators among 344 elements of R.
After this search is done we get a result as shown in table 1.1.

2
Also, while searching for the above elements we encounter the elements 1+ % 4 ,

2 2
1 V4 and —1-+ i /4" ofnorm 3, 2 and 1 respectively. The only ideal p not dividing the
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(p, c) m(p) Ty

5, -1) 1 1+ V4

(11, 5) 1 —1+\3/71+%\3/12
a7, -4) | 1 1+ ¥4
23,3) | 1 |—1-204-191
(29, 9) | 1 3+%{‘/12
(31,-3) | 1 3+ V4
G1,-13) | 1 | —1+ Y4+ ¥4
(31, -15) | 1 1—2v4
(41, -16) | 1 1+€/Z+g€’/?12
43, -5 | 1 —1—2€/Z+%<7?12
@3,8) | 1 | —3+¢d-14
43, 13) | 1 34 /4

Table 1.1: Ideal generators

2
index with N (p) < 3 is the one corresponding to the pair (3, 1) so if we add 1+ 1v/4
in the above list we get,

1 1 1
G, :{1+§%2,1+%, —1+€/Z+§€’/212,1+€/f, _1_2%1_5%12,
1 3
3+§{”/12,3+ Y4, 1+ VA a1 -2, 1+€’/Z+§{”/ZQ,
1.2 1 2 2
—1—2€/Z+§€/Z,—3+\3/Z—§€’/Z 34+ V4 )

Now itis the tum of G, = {7 € R : < m >=1p Vp|2Rg}. Inour case, 2 is
not an essential discriminant divisor so we can apply the following trick. We have that
K = Q(¥/4) but it is also true that K = Q(+/2). Changing the generating element of
K gives us the following advantage, Ry = Z[V/2] so now we can use Theorem 1.4.1.
Using this theorem we conclude that there is only one prime ideal above 2 and it is of
degree 1. Therefore this ideal will correspond to the pair (2, 0) and will be generated

2
by %\3/1 . Hence, we can deal with this ideal like the rest ideals of degree 1.
2
G, ={}V4}
The only thing left for finishing the construction of the factor base is to find a gener-
ating system for E( Ry ). Our number field K has one real embedding and two complex

embeddings. Therefore using Theorem 1.4.6 we conclude that we are looking for a root
of unity and for one fundamental unit. Our number field contains only real numbers so
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the only roots of unity in it are +1. By the algorithm that searches for generators of
ideals we have already found an element of norm 1, but is it a fundamental unit? The
following proposition mentioned in [10] will give us the answer.

Proposition 1.10.2. Let K be a pure cubic number field and Ry its ring of algebraic
integers. If € € Ry such that € > 1 and 43/ + 24 < |Dy| then ¢ is a fundamental
unit.

2 2
We try to apply the above proposition for —1+ 3v/4". But —1 + 3V/4 = 0.259
2 2 2
so —1 + %\%_l < 1. Let € to be the inverse of—l—l—%\%_l ,thene =1+ \S/Z_l—i—%{’/z .
But now ¢ =~ 3.846 > 1 and 4¢3/2 4+ 24 ~ 54.185 < |D | = 108 so by the previous

2
proposition we get that ¢ is a fundamental unit. Therefore —1+ 1 /4" has infinite order
as well and hence we can take,

152
U:{—1,—1+§€/Z }
As we have constructed the factor base, the next step is sieving. We choose the

sieving bounds to be U; = 250 and U, = 100 for example and we start sieving. As a
result we get

Full relations Partial relations
b | a |Ala)]| Aya) b a | Ay(a) | Ay(a)
1 | -49 1 -1 3 -4 47 1
1 | -16 1 -1 64 | -101 47 1
1 | -13 1 -1 51| -43 1 -47
1| -9 1 -1 63 | 41 1 47
1| -3 1 -1
1| -2 1 -1
1| -1 1 1
1 3 1 1
1 6 1 1
1 | 66 1 1
21 -9 1 -1
2 | -3 1 1
3 4 1 1
5 3 1 1
51 13 1 1
7 | -13 1 -1
7 | 207 1 1
8 | 15 1 1
11 ] 12 1 1
13| 8 1 1
17| 7 1 1
17 | 179 1 1
31| -47 1 1
39 | -32 1 1
41 | 37 1 1
53 | -42 1 1
56| 3 1 1
61 | 176 1 1
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Free relations

S O O O

For the relations we have found we compute the factorization of a+b393 and a+b+/4

respectively and form the following vectors.

exponents vector v,
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b a exponents vector v, ;)
3] -4 (0200000000 °d4do00001,°00,00,0O0°0020000r1)
64 | -101 | (0, 0, 0, 0, 0, 1, 0, 0, O, 0, O, O, 1, 0, O, 2,0, 1, O, 0, 0, 0, 0, 0, 0, 0, 0, 1, 0, 4)
5,43 ]((,00,0,0,0,0,0,0,o0,?20-0o00o0,0000000,0O02,000,01)
63| 41 |(,0,2,0,0,00,0,0,0,1,0,0,0,0,00,002000,00,0,0,1,1,1)
b| a exponents vector v, ;)
0(21@,o,0,0,0,0,0,0,0,00,0,0,0,3,0,0,0,0,0,0,0,0,0,0,0,0,0, 0, 0)
0(31¢@,1000,0000,000-0003,0,000,0000,0000,0,1I)
0(31]¢,o0,0000000,01,00,o000000001,1 1,00, 0,0, 1, 0)
0(43]¢(,0,0,00,00,00,0000,1,o00°0o000000001,1,1,0,0)

In the partial relations’ vectors we do not mention the large prime or the large prime
ideal. We illustrate how we found the above vectors. For example, if we take (a, b) =
(—13, 1) then,
a+0393 = —13+1-393 = 380 = 2*-5- 19 and
(—13+ VA) = (1+ § /4 )1+ VA )3+ V1) as
—13+1-1=0 (mod 3),

—134+1:(—4) =0 (mod 17) and
—13+1-13 =0 (mod 43). Therefore we get that

€1

134 VA= ()14 VD) (L VA4 VA + V)

2 €1
Letv = (—1)(—=1+1V4") then
2 —1 —1 —1
v= (134 VD1 +1VE) (1+94) (3+ V4" . Asthe rank of E(Ry) is 1
we choose the embedding o = id and we define,
l: K*—-R
x = log |z|

Therefore,

el(—1+ %\3/12) — () =
1,2 3 132_1 522, 1 572,
ellog\—1+§\/z1|=1og|(_13+\/z1)(1+§\/i) (1+V4) B4+V4) | =

152 : 152 372 52
ellog\—1+§\3/41|:10g|713+\3/41|—10g|1+§\%1|flog\1+\3/i|—log|3+ﬁ|é

(—1.347)e, ~ 2.68 — 0.815 — 1.258 — 1.708 =
e, ~0.817
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so e; = 1 if we round it to the closest integer. Then it is easy to see that ¢, = 1.
Hence, we can now construct the vector v(_;3 ;) as described in section 1.2.

Finally, as we have only 4 partial relations we can observe that they are combined in
two cycles C'; and C', which gives us the following vectors.
(0,0,-2,0,0,1,0,0,0,0,0,0,1,0,-2,0,2,-1,1,0,0,0,0,0,0,0,0, 1, 0, 3)
4,0,2,0,0,0,0,0,0,0,-1,0,0,0,0,0,0,0,0,2,0,0,0,0,-2,0,0, 1, 1, 0)

Then we reduce all these vectors (mod 2) and using them as columns we form a
matrix. The nullspace of this matrix is spanned by

v, = (1,0,0,0,0,0,1,1,0,0,1,1,0,0,0,0,0,1,0,1,0,1,1,1,1,0,1,0,0,0,0,0, 1,0)
v, =(0,1,0,0,0,0,0,1,0,1,1,0,1,0,1,0,1,1,0,0,1,1,1,1,0,1,0,0,0,1,0,1,0,0)
v, = (0,0,1,0,1,0,0,0,0,0,1,0,1,0,1,1,1,0,1,1,1,1,1,0,0,0,1,0,0, 1,0, 0, 1,0)
Vv, = (0,0,0,1,0,0,1,0,0,0,0,1,0,0,1,0,0,1,0,0,1,0,0,0,0,0,1,1,0,0,0,1,1, 1)
V. = (0,0,0,0,0,1,1,1,0,0,0,1,1,0,0,1,1,1,1,0,1,0,0,1,0,1,0,0,0, 1,0,0, 1, 0)
V, = (0,0,0,0,0, ,0,0,1,0,0,1,0,0,0,1,0,0,1,0,1,0,0,1,0,1,1,1,0,1,0,0,0,1)

We examine
v,+Vvi; = (0,0,0,1,0,1,0,1,0,0,0,0,1,0,1,1,1,0,1,0,0,0,0,1,0,1,1,1,0,1,0,1,0, 1)
which implies that

T={(-9,1), (—2,1), (3, 1), (4, 3), (13, 5), (=13, 7), (207, 7), (12, 11),
(—32, 39), (—42, 53), (3, 56), (176, 61), (3, 0), (43, 0), Cy}
Which gives us,

[T (a+05393) = (37068206408665323091200)>
(a, b)eT

2 2
[ (a+0bV4) = (1545140844 — 961510272V/4 — 291398616+/4")
(a,b)eT

and hence,
©(37068206408665323091200) = 31167286 (mod 60982453)
(1545140844 — 9615102724 — 2913986163/712) = 41211233 (mod 60982453)

which means that we have found a non-trivial congruence of squares and therefore,

ged (31167286 — 41211233, 60982453) = 7369
ged (31167286 + 41211233, 60982453) = 8237






Chapter 2

The General Number Field Sieve

A natural question which arose as soon as the SNFS appeared and began to push the
boundaries of factorization (in the spacial form of integers in which it applied) was if
it could be generalised for arbitrary integers. The answer proved to yes. The algorithm
which we described in the previous chapter can be adjusted in order to factor arbitrary
integers. The main idea remains the same, we try to find a non-trivial congruence of
squares modulo the number we want to factor. In order to do that we are going to use
again a factor base, then find a sufficient number of smooth elements and finally use
linear algebra in order to construct two squares. However there are some differences as
we will see later. These differences make the GNFS to be a bit slower than the SNFS.
The records of each method indicate exactly that. As we mentioned in the beginning of
the previous chapter the record of SNFS at the moment is the 320-digit number 21961 —1
[7] whereas for the GNFS is the 232—digit number RSA-768. The factorization of RSA-
768 reported in [13] finished in the end of 2009 and took about three years.

2.1 Description of the algorithm

The main ideas used in the SNFS remain the same for the GNFS as well. However
there are some differences. In the SNFS the number n which we attempt to factor is
assumed to be of the special form r¢ — s for some ”small” r, |s|. As we saw this enabled
us to associate to n a number field K of special form. That is no longer true, in our case
the number n is random and we do not assume that it possesses such a property. This
has the following effect. The number field in which we are going to work will have a
large discriminant and will be computationally infeasible to handle it like in the case of
SNFS. In this case we are not able to compute efficiently the class number of the number
field, a set of fundamental units and generators of the prime ideals with small norm. In
order to tackle this problem we are going to modify the SNFS in a way that it will use
ideals instead of algebraic integers. That will be the GNFS. This modification will have

43
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some advantages and disadvantages. Apart from not having to compute generators for
the prime ideals and a system of a fundamental units in this case we have the advantage
that we can work with Z[6)] instead of Ry in case Z[f] & Rj. But there will be also
disadvantages, the construction of a square in Z[f] will be probabilistic at some point
and the computation of a square root will be demanded. Another difference is the poly-
nomial selection step. In the case of the SNFS the polynomial selection step is almost
immediate whereas in the GNFS is not. In the next section we are going to describe the
most simple technique by which somebody could choose a polynomial. However there
are more advanced techniques used nowadays, like in [3]. In the following description
of the GNFS we do not consider the large prime variation as this was illustrated in the
previous chapter.

Step 1) We first choose the degree d of the extension in which we are going to work
and then associate a number field KX = Q(0) to the number n. This is done through the
irreducible polynomial f(z) of . We choose an f(z) € Z[z] in a specific way as we
wish it to have the following property.

There is an integer m (of size n'/¢ ) such that f(m)=0 (mod n)
Then we define,

w20 - Z/nZ
d—1 d—1
Z a,0" Z a;m" (mod n)
=0 =0

Step 2) As we have chosen the number field KX in which we are going to work, the
next step is to choose our smoothness bounds B, B,. Then we construct the factor
base. Our factor base consists of three sets P, G and Q.

P={peP, p<B}
G = {p <Z[#] : pisaprime ideal and such that f(p/pZ) = 1and N(p) < B,}
Q ={q<Z[0] : qis aprime ideal and such that f(q/qZ) =1, () ¢ qand N(q) > By}

where f(p/pZ) is the residual degree. We take Q to have about |3 1122 5

| elements.
Step 3) We choose two sieving bounds U, U, and like in the case of SNFS we try

to find a sufficient number of relations. We are looking for pairs (a, b) where a, b are

integers with |a| < U; and 0 < b < U, such that :

i) ged(a, b) =1

ii) |a + bm/| is B;-smooth

iii) a + b6 is B,-smooth
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When we find a pair (a, b) that satisfies the above three conditions we say that we have
found a relation.

Step 4) Once we have enough relations we form a matrix depending on the factor-
ization of the elements a + bm and < a + bf > that each relation corresponds to. Let .S
be the set of all relations that we found in step 3. Then using linear algebra techniques
we attempt to find a subset 7" of .S such that :

H (a +bm) = squarein Z

(a, b)eT
[] (a+b6) suchthat zp( I1 (a+b€)) =0 (mod 2)
(a,b)eT (a,b)eT
and H Xqla+00) =1 VqeQ
(a,b)eT

Step 5) Finally, when step 4 will finish it will give us two elements z, ) where x € Z
and § € Z[f)], 6 = 3? for some 3 € Z[f] such that 2% = ¢(§) (mod n). In this step we
will try to find ¢(5) (mod n).

As we can see there are some differences between the algorithm given for the SNFS
and the GNFS. The first is the way we find the polynomial f(z). Another difference
occurs in step 2. The algebraic factor base consists of prime ideals instead of prime
elements and there is an extra set Q. That set will be called the quadratic character
base. Also as it may happen that Z[0] & Ry we do not have unique factorization of
ideals in Z[f]. We are going to deal with this problem by introducing the functions L,
(see Proposition 2.3.2). Finally the x, are characters corresponding to the elements of
Q as we will see in Proposition 2.3.11. In the next sections we are going to study these
differences.

2.2 Polynomial selection

In the case we examine in this chapter the number n which we attempt to factor is
not of a special form. Therefore we cannot construct a polynomial of the form 2% — ¢
like in the case of SNFS. In this case we need a different approach. In this section we
are going to to describe the most simple technique that can be used in order to obtain
a polynomial f(x) as demanded by step 1 of the algorithm. However, there are more
advanced techniques, not described in this master thesis for doing so. To indicate that
we mention that the factorization of RSA-768 mentioned in [13] included a three month
step for the polynomial selection.
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The method is the following. We first choose the number m. As we want m to be
close to n'/¢ and set m = [n'/4]. Then we write n in base m and hence we get,

n=m+a, m*t+. .. +am+a, where0<a, <m

We set f(z) = 24+ ay ;291 + ... + ayx + ay. Obviously f(x) satisfies f(m) =
0 (mod n). In order to be able to define K = Q(#) we wish this polynomial to be
irreducible as well. However the polynomial may be reducible. As we will see this
would be a very good case as a non-trivial factorization of f(x) in Z[z| implies a non-
trivial factorization of n. In order to prove that we are going to use the following results
mentioned in [6] (slightly modified).

Proposition 2.2.1. Let f(x) € Z[z] be a polynomial with roots ay,a,,...,a, € C
and f(b) = n for some b € Z. We assume that f(b —1) # 0, Re(a;) < b— 1
fori = 1,2,...;s and f(x) = g(x)h(z) is a non-trivial factorization of f(x). Then
lg(b)|, |h(b)| are non-trivial factors of n.

Proof. In order to prove the proposition it suffices to prove that |g(b)| > 2 and |h(b)| >

2. Let ay, as, ... r < s be the roots of g(x) and so g(z) = H( a;). We set

) 'r' ”

g1(x) = glxz+b—3) = a, H(Jc—l—b— —a;) = o, [[(x—B;) where 8; = —b+1+a,.
i=1

Ifa,eR :3;=—-b+3 +a <0

Ifa, € C : Re(B;) = —b+ : 4+ Re(a;) <0

Butif g,(3;) = 0 = ¢,(8; ) = 0 and hence j; is also a root of g, (z). We have that

(x — B) (@ — B;) = 2% — (B —|—5)x+]6\ = 22 — 2Re(3 i):z:+\ﬁi]2 and therefore,

v=a, [[(x=8) [[ (*—2Re(B)a+8,""

B;€R B,€C\R
Bi#B;
r .
is a factorization of ¢, (x) in R. Let g;(z) = > a,", the previous factorization of

i=0
g1 (z) enables us to conclude that all the «; have the same sign and «; # 0. Furthermore
T

g.(—z) = 3 a;(—1)'a and hence the coefficients of g(—z + b — 1) have strictly
i=0
alternating signs.

T . T )
Lett >0 |gr (0] = | D al=1)'¥] < | S at] = loi(B). Fort = § we get
=0

that g, (—3)] < [g1(3)] = Ig(b— D] < Jg()]. Butg(b—1) # 0 = [g(b—1)| =
1= |g(b)| >2. In the same way we can show that |h(b)| > 2 which then implies the
result. ]
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Therefore our next goal is to show that the polynomials which we use satisfy the
conditions of the above proposition.

Proposition 2.2.2. Let f(z) = Z a,x® € Z[x] be a polynomial with v, > 0, o, | >

n—1

0,q, o >0 Letm = max{'ak‘}for k= 0, 1,...n — 2, 1, the real positive root of

x2 — x — m and r,, the real positive root of ©3 — x* — m respectively.

( 1+vdm+1 1+3 s+Vs2—4+3 s—Vs?—4
rHn=——— T5== _ —_—
! 2 23 54 54

2). If there is a b € Z such that b > max{%,rQ} + 1 then Re(a;) <b— 1 for every a;
root of f(x).

Proof. As m > 0 it follows that r; > landr, > 1. Let A = {z € C : Re(z) <
max{\%, r9}}. We will show that if z € A° then | f(z)| > 0 and therefore the roots of
f(z) belong to A which implies the result. Let B = {z € C : Re(z) <0or|z| <7}
and we set A; = A°N Band A, = A°N B“.

If z € A, :Asz € A, we get that z € A° and hence Re(z) > 0 implying that
Re(1) > 0 as well.

where s = 27Tm -+

f(Z) ’O[ —n| _ ’a +an71’_ zn:anfk -
n - n yA 2 Zk
f(Z) > ’CM +an—1’_z‘an—k‘ >R€(Oé _{_an—l)_im&n -
A z = 12" ! z = 12

1 R P
KN,y (g 1= ) = Sl o)
- N BRI

|lf(2)] >0 as|z| >mr

If z € A :then Re(z) > \T} and |z| < r; which implies that |arg(z)| < Z and hence

larg(1)| < F and |arg(Z;)| < §. Therefore we have that Re(1) > 0 and Re( L) > 0.
As in the above case we get that

f<z>‘ > |, + =2t ‘ % > Re(ay, + ~2=L 4 2152 EOO =
2" ! |z\ z 2 =l
f(2) ( 1 11 ) (|2 = [2]* — m)

>a, —mo, | — — 1 — — — = = >0=
Z " "\ =l ]2f? |2° — ||

|f(2)| >0 as|z| >ry

Therefore we can conclude that if z € A€ then | f(z)| > 0. O
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Proposition 2.2.3. Let f(z) = Z a,x® € Z[x] be a polynomial with o, > 0, cv,, 1 >

0,a, >0 Letbe N, weset

1 ifb=2
B{(2b1)(2b21\/§) b3

If% < Bfork=0,1,...,n—2thenb> max{\%,@}—}—% where 1,14 are like in the
previous proposition.

Proof. Let r} and r’ be the positive roots of z2 — 2 — B and 23 — 22 — B respectively.
Our hypothesis implies that 7n = max {2} < B and therefore r, < r] and ry < 15

respectively. So it is sufficient to show that b > max{%, 5} + 1. We have that % is

root of h(z) = 222 — /22 — B,but h(b— §) = 4(2b — 1)(2b — 1 —v/2) = B > 0

by the definition of B. Hence we get b— 4 > \% Also if we set g(z) = 23 — 22 — B

then g(b — 1) = (b — %)Q(b — 3) — B > 0 and therefore b — 1 > r5. So finally we get
b—3 >maX{\;—1§,r2}. .

d

In our case we have that f(z) = > a,a* where oy = 1,0 < «; < b for
k=0

k=0,...,d—1and f(m) =n, m> 3. Asm > 3 and 0 < q, not all equal to zero,

d
we get that f(m — 1) = Z a,(m —1)">o. Additionally & |“k‘ < % = m. Hence if
k=

we show thatm < (2m=l(2m-1- v2) _ 1 the conditions of the above proposition will be

satisfied. Indeed, the desired inequality is equivalent to 4m? (6—1—2\/_ )m—i—\/_ 1>0
and the solutions of the quadratic equation 422 — (6 + 2v/2)z +v/2 — 1 = 0 are

3+vV2—V15+2V2

x, = 1 ~ 0.004 and

3+vV24+ V15422

Ty = ~ 2.15. Hence as m > 3 the desired inequality holds and

therefore Proposi?ion 2.2.3 as well. Then Proposition 2.2.3 implies Proposition 2.2.2 and
Proposition 2.2.2 combined with the fact f(m — 1) # 0 implies Proposition 2.2.1. So,
finally we get that a non-trivial factorization of the polynomial induced by the base-m
algorithm implies a non-trivial factorization of n.

We are now going to prove two lemmas concerning the polynomial f(z) which we
are going to use later. At this point we are going to make the assumption that n > 24
which is realistic as in practice when we use the GNFS in order to factor a number n it
will be greater than 10'°° whereas d will be about 5.
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Lemma 2.2.4. Let f(x) = cy2? +cy 129 + ...+ ¢,z + ¢, be the polynomial induced
by the base—m algorithm. Then c; = 1 and c;_; < d.

Proof.
Ifi=0then (¢)=1<2¢—2
Ifi =dthen (¢) =1 <2d—2

If0 < i < dthen (¢) < z( y=2—2<pld 2 < 41 -2=m—1

-1 d—1 '
We have that m? < n < (m+1)*som? < ¢;m? + 3 e;m? < mé+ 3 (9)mi =
~ ~
g1 7 (2
0 < (cy—1)m? —I—Zcm < Z( )m" Hence,
) d—1 md -1
(cd—l)md<Z(?)mlg(m—l)ZmZ:(m—l) =m?—1<m?
i=0 i=0 m—1
so (g — 1)m? < m? = ¢; < 2 which implies that c; = Oorcy; = 1. Ifc; = 0
d—1 ‘ -1 d_ 1
thenm? < Y em! < (m—1) Y. m! = (m — 1)m = m? — 1 contradiction.
i=0 i=0 m—
Therefore c; = 1.
d—1 d—1 d—2
Asc; = 1 wehave that 0 < > ¢;m’ < > (4 ymt = c,ymdl+ 3 emt <
1=0 1= 0 =0

md—1 4 Z (H)m* = (g —d)m?* < ;) (H)m* < (m—1) ;)m -

(m—1)———=m* ' —1<mi ¢,  —d<l=cy, —d<0=
cg1 <d =

Lemma 2.2.5. Let A(f) be the discriminant of the polynomial f(x) then A(f) <
d2dn2_%.

d(d—1)

Proof. For the discriminant of f(z) we have that A(f) = (—=1)" = L Res(f, f'). Also
Res(f, [") = det(A),

Cd cd*l CO O 0
0 Cq c Co 0
A 0 0 Cq Ca1 o
0 dey Co ¢ Co
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where A is a (2d — 1) x (2d — 1) matrix. Next we try to correlate matrix A with one
which will have elements of absolute value at most 1. In order to achieve that we do the
following.

1) We divide the last d rows by d.

2) We divide the last 2d — 3 columns by m.

3) We subtract c;_; times the first column from the second column.

After these three steps the elements of the resulting matrix A’ will have absolute value
at most 1. Therefore the first d — 1 rows vectors will have length at most v/d + 1 and

the last d row vectors at most v/d. Let v, be the row vectors of the matrix A’, it holds
2d—1
that det(A") < H ||v;||- Hence we get that det(A") < (d+ 1) BN Combining

that with the fact that cy = 1 as we showed in the previous Lemma we conclude that
IA(f)| < d¥m?3- 3det(A ) < dd 2-%det(A) = |A(f)] < dn?F(d+1)T di =
d%n?>1(d+ I)T < d*¥n2~%. The last inequality follows by the fact that (d + 1)%~

d?. Indeed, in order to prove that it suffices to prove that (d — 1) log(d + 1) < dlog d.
If we consider f(z) = (x — 1)log(xz 4+ 1) — zlogx for > 1 and take its derivative
f'(z) = log(ZH) — —2; we can show that f'(z) < 0 for x > 1. The last inequality
follows by the fact that logx < x — 1 for x > 1. Therefore as f’(x) < 0 for x > 2 we
have that f(x) < f(2) < f(1) = 0 which implies the desired result. O

2.3 Sieving

During the sieving step our goal is like in the case of SNFS to find a sufficient number
of pairs (a, b) such that a + bm and a + b6 are smooth. However for the algebraic part
we are going to work with ideals of Z[f] instead of algebraic integers. Like in the case
of R we have that,

Proposition 2.3.1. Let f(x) be a monic, irreducible polynomial with integer coefficients
and 0 € C aroot of f(x). The set of pairs (r,p) where p is a prime integer and r is an
integer such that f(r) = 0 (mod p) is in bijective correspondence with the set of all
first degree prime ideals of Z7[0)].

Proof. Let p be a first degree prime ideal of Z[f]. Then [Z[f)] : p] = p for some prime p
and hence Z[0]/p = Z/pZ. There is a canonical ring epimorphism ¢ : Z[0] — Z[0]/p
such thatker ¢ = p. Since Z[6]/p it follows that ¢ can also be thought as an epimorphism
of rings ¢ : Z[0] — Z/pZ with ker ¢ = p. Hence the elements in p map to integers
which are divisible by p and any such integer is the image of an element in p.

Letr = ¢(0) € Z/pZ. If f(x) = 24 + ay 2% 1 4+ ... + ay2 + ay then ¢(f(0)) = 0
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(mod p) as f(#) = 0 and hence

= o(f(0))
¢(0 +ay 107+ ...+ a0+ ap)

( )+ ag10(0) " + .+ a16(6) + aq
dpay v+ dagr+ag

( ) (mod p)

Therefore r is a root of f(z) (mod p) and the ideal p determines a unique pair (7, p).
Conversely, let p be a prime integer and r € Z/pZ with f(r) = 0 (mod p). Then there

is a natural ring epimorphism that maps polynomials in 6 to polynomials in r. In par-
d—1 d—1

ticular >° a;0° — Z a;r* (mod p). Let p = ker ¢ so that p is an ideal of Z[f)]. Since
=0 =

¢ is onto and p = ker ¢ it follows that Z[0]/p = Z/pZ and hence [Z[6] : p] = p and p

is therefore a first degree prime ideal of Z[f]. Thus the pair (7, p) determines a unique

first degree prime ideal p which in turn determines the unique pair (r, p) consistent with

the first part of the proof. [

The above result actually enables us to find the sets G and Q of the factor base as
we have already seen in the previous chapter how to determine the pairs (r, p).
In order to examine if a + b6 is smooth we are going to use its norm once again.

N(a+b) = Ul(a—i—bﬁ oy(a+00)...04(a+ bo)

\/\/

= (a+ b0 (a4 b0?)) ... (a + D)
= b3 +60) (3 +6%) .. (7 +69)
= (=b) (=5 —6W) (=2 = 02) ... (=5 — )
= (=b)"7(~3)

In the case of Ry we had that if < a + b0 > = p,“1p,2 ... p, %k

N(<a+b0>)
N(py“po® o pip)
N(py)tN(pg)®2 ... N(py©*)
= (p ") (1) o (™)™
But Z[#] may not be a Dedekind domain (R # Z[f]) so we will have to generalize the

concept of factorization in ideals in Z[6]. We will show that the concept of the exponents
e; can be generalized for first degree prime ideals of Z[6]. In order to do that we initially

|N(a+ b0)|
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observe that the exponents e; can be seen as group homomorphisms e

These homomorphisms possess the following properties.

e, (B)>0 Vp e Z[o)

ii) e, (B) > Oifand only if p; [< 8 >.

iii) e, (8) = 0 for all but finitely many p, of Ry and [N(3)| = [ N(p;)
The following result holds.

p, Qo) — Z.

Proposition 2.3.2. For every prime ideal p of Z[0)] there is a group homomorphism
l, + K* — Z such that:

)1,(8) =20 VBeZ]

i) If B € Z[0]" then l,,(8) > 0 if and only if B € p.

iii) If B € K* then l,(3) = 0 for all but finitely many p and |N ()| = HN(p)l”(’B)

where p ranges over the set of all prime ideals of Z|0).

We are going to prove the above proposition more generally for an order A of R
and then for A = Z[f] we will get the above result. In order to do that we need some
concepts of modules.

Definition 2.3.3. Let R be a commutative ring. An R—module is an (additive) abelian
group M equipped with a scalar multiplication R x M — M denoted by (r,m) = rm
such that the following axioms hold for all m, m’ € M and all r,7v’" € R.
Ppr(m+m’)=rm-+rm’

i) (r+r")ym=rm+1r'm

i) (rr’ym = r(r'm)

iv)Im=m

Definition 2.3.4. [f M is an R-module, then a submodule N of M, denoted by N C M,

is an additive subgroup N of M closed under scalar multiplication: rn € N whenever
n € Nandr € R.

Definition 2.3.5. An R—module M is called simple if it does not have any proper sub-
modules apart from 0.

Definition 2.3.6. An R—module Mis said to have finite length if there is a chain
M=M,>..DOM D>DM,=0
of submodules of M such that M,/ M,_, is a simple R—module fori =1,...,n
Theorem 2.3.7 (Jordan-Holder). Let M be an R—module of finite length and let
M=M,>..OM, DMy=0 and

be like above. Then n = m and M;/M, | = N,;/N,_, fori=1,...,n.
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Proposition 2.3.8. Let K be a number field and A an order of K. For every prime ideal
p of A there is a group homomorphism 1, : K* — Z with the following properties. i)
ly(r) >0 VzeA

ii) If v € A* then l,(x) > 0 if and only if x € p.

iii) Let v € K* then l,(z) = 0 for all but finitely many p and |N(z)| = [] N(p)l"(m)
where p ranges over the set of all prime ideals of A.

Proof. Initially we construct the functions [,. Let p be a prime ideal of A and z €
A,z #+ 0. We have that #A4/x A = |N(z)| so there is a finite chain of ideals

A:P()DPlD.Pt_lDPt:xA

with P, # P, ; fori = 0,...,t — 1 and there is no P’ such that P, > P" D P, ;.
We define [, := #{i € {1,2,...,t}|P, /P, = A/p} The map I, is well defined as it
does not depend on the choice of the above chain. This follows by the Jordan-Holder
theorem mentioned above for A/xA. In order to apply the theorem it suffices to show
that P, , /P, is a simple module. If it was not a simple module then there would exist
a B/P, such that P,/P, C B/P, C P, /P, which implies that P, C B C P,_,
contradiction. Hence P, /P, is a simple module. Let z,y € A, z,y # 0and A =
PhOPD.P 1 DPFP=2AandA=0Q, D> Q; D ..Q,_; D Q, = yA. This two
chains can be combined in the following one,

A:P03P1 DPtfl DPt::L’A:xQongl D"‘szfl DIEQszxyA
and therefore for xy we have that

lp(xy) = #{Z S {1727 >t}|Pi—1/Pi = A/p} + #{Z € {1727 “‘75}|in—1/in = A/p}
= lp(x> +lp(y)

So we have shown that /,, is a group homomorphism from A* to Z. We know that the
fractions field of A is K therefore we can extend [, in K™ as follows

x
b(2) =@ - t)
Now we are left to prove that for [, the properties (i), (ii) and (iii) hold.

By the definition of [, we have that [,(x) > 0 Vz € A" so (i) holds.

For (ii): Let z € p, we then take P; = p and hence [, (x) > 0.

Conversely, let [, (x) > 0. If z ¢ p then as p is maximal A + p = A so there are
y € Az € psuchthatay+2=1=2—1=ay=>2€l+z4A=2=1
(mod zA). Therefore multiplication by z induces the identity map A/xA — A/zA.

¢
But A/xA = [] P,_,/P; so multiplication by z induces the identity map in all of the
=1

(2
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P, 1/P;. Asl,(z) > Othereisaj € {1,...,t} such that P; ,/P; = A/p. Therefore
multiplication by z induces the identity map in A/p, contradiction. Hence, = € p.
For (iii): Letz € K* thenx = ¥ withy, 2 € A. Itsuffices to prove (iii) for A* as [, (z) =

N [IN ()"
ly(y) — l,(2) and then |[N(z)| = ‘N(Z) — p—zp(z) _ [IN(p)® e
TN ()

[IN )"
Letz € A*with A = Py D ... D p,_; D P, = zA. But |[N(x)| = #A/zA and

¢ t
AjzA =[] P_,/P, = |N(z)| = [[ #F,_1/P;. Therefore in order to show (iii) it
i=1 i=1

suffices to prove that for each ¢ = 1, ..., t there is a unique prime ideal p of A such that
P,_,/P, = A/p. Lety € P,_; andy ¢ P,. As there is no ideal properly between P,
and P, we get that yA + P, = P, ;. Hence multiplication by y induces an epimorphism
¢+ A— P,_,/P;suchthat a = ya+ P,. Indeed this homomorphism is onto as we want
Vb€ P,_;toda € Asuchthatay = b (mod P;) which is true as yA + P, = P,_;.
Therefore there is an ideal p(= ker ¢) such that A/p =~ P, ,/P,. But P, /P, has
no proper submodules and hence p is maximal and so prime as well. Finally p is the
annihilator of P,_, /P, and therefore uniquely determined. O

Corollary 2.3.9. Let § € Z[0] with 5 = a + b0, ged(a,b) = 1 and p a prime ideal of
Z10]. Then for the homomorphism l,, it holds that 1,,(3) = 0 if p is not of degree 1 and
if'p is of degree 1 that corresponds to the pair (r,p) then

ord, N(B) ifa=—br (mod p)
lp (5) = { P .
0 otherwise

Proof. Let p be a prime ideal of Z[0] with [, (a + b#) > 0 then p is the kernel of a
canonical epimorphism ¢ : Z[0] — Z[0]/p. But Z[0]/p = [, ,q = p°. We will show
that Im¢ = [, and hence Z[0]/ ker ¢ = I ,. But ker ¢ = p and so Z[0]/p = [, which
implies that p is of degree 1. The fact that [, (a + bf)) > 0 implies that a + b0 € p by the
previous proposition. Therefore a + b € ker ¢ = ¢(a+ bf) =0 (mod p)

= a+bp(f) =0 (mod p). Butp t basifp | bthenp | a = p | ged(a,b) =1
contradiction. So finally, ¢(6) = —ab~! (mod p) = ¢(Z[#]) C [, and we also have
that [, C ¢(Z[0]) hence ¢(Z[0]) =T,

In order to prove the second part we will use (iii) of the previous proposition, which
states that |[N(3)| = [[ N (p)l"w ). However, by the first part of the corollary we have

p

that [N ()| = T N@e& (%) where the p that appear in the product on the right
p.f(p/p2)=1
with [, () > 0 correspond to pairs (r, p). For these ideals we get that N (p) | N(8) =
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P | (—b)df(:bﬂ) so as p { b this implies that p | f(52) =
—ab ! = r (mod p) = a = —br (mod p). Lets assume that there are two ideals
Py, po of degree 1 such that N(p,) = N(p,) = p corresponding to the pairs (7, p) and
(r4, p) which appear in the product. Then we would have that a = —br; (mod p) and
a = —br, (mod p) which imply that r; = r, (mod p) as p } b. The pairs (r, p) are in
bijective correspondence with the ideals of degree 1 and therefore p; = p,. So finally
for each prime p that appear in the factorization of N (3) there is exactly one prime ideal
p with N(p) = p and hence
ord, N(8) ifa=—br (mod p)
lp (ﬁ) = { i .
0 otherwise

]

The above corollary indicates for which ideals we will have [, (a + bf) > 0 and

therefore justifies our choice for the set G. It also gives us a condition (as in the case of
SNFS) of when [,,(a + b0) > 0 and actually a way to compute that value.
As in the case of SNFS for each pair (a, b) which we keep as a relation the exponents of
the primes occurring in the factorization of a + bm and the values [,,(a + bf) are kept
for the linear algebra step. However as we work with ideals of Z[f] instead of algebraic
integers these will cause some extra obstructions in our way of constructing a square of
an element in Z[6)].

Proposition 2.3.10. Let S be a finite set of pairs (a, b) such that gcd(a, b) = 1 and also
[T (a+00) =~*withy € Q(0) then Y 1,(a+b0) =0 (mod 2) for every prime

(a,b)esS (a,b)esS

ideal p of Z[0).

Proof. Let p be a prime ideal of Z[0]. As l,, 1s a group homomorphism then

PORNCERT) :zp<( 1T <a+b9))

(a,b)eS a,b)es

]

The above result gives a necessary condition for [] (a + b6) to be a square of an
(a,b)esS
element in K = Q(#). However this condition is not sufficient. In our way to construct a
square in Z[] given only that > [,(a+bf) =0 (mod 2) we will face the following
(a,b)es
obstructions:



56 The General Number Field Sieve

1) The ideal ( IT (a+ b9)> Ry may not be a square of an ideal as we work with
(a,b)ES
prime ideals of Z[0)].

2)Evenif [ [ (a+ b9)> Ry; = I? for some ideal I of Ry the ideal I may not be

(a,b)esS

principal.

3)Evenif [ [ (a+ b@)) Ry = < v >2 withy € Ry it may not hold that
(a,b)es

[ (a+00) =~
(a,b)esS
4)Bvenif [] (a+ bf) =~? withy € Ry it may not hold that v € Z[6).
(a,b)eS

The easiest of the four obstructions is the last one. Assume that we have found a set S

suchthat ] (a+bf) =~2withy € K. Theny € Ry. Indeed,as [] (a+b0) =
(a,b)es (a,b)eS

72 then 42 € Z[f] C Ry. This implies that there is a monic f(z) € Z[x] such that
f(v?) = 0. If we set g(x) = f(x?) then g(z) € Z[z] and is monic as well and as
g(v) = f(¥*) = 0 we get that v € Z. But we also have that v € K so v € Ry.
Moreover ~f'(0) € Z[6] by [20, prop. 3-7-14] so f/(8)° ] (a + b8) = &% with
(a,b)es
d € Z[f]. Therefore by doing this modification in the end we showed that it suffices to
find a set S of pairs (a,b) such that ] (a+ b) = ~* withy € K.
(a,b)es
Proposition 2.3.11. Let S be a finite set of pairs (a,b) such that ] (a + bf) = >
(a,b)esS
withy € K. Let also q be a first degree prime ideal which corresponds to the pair (s, q)
and such that a+bs # 0 (mod q) V(a,b) € Sand f'(s) # 0 (mod q). It then holds
that [ xq(a+b0)=1
(a,b)es

d—1
Proof. Initially we define the map x,. Let ¢ : Z[0] — Z/qZ such that ) a,0° -
i=0

-1
> a;s" (mod q). Then ¢ is a ring homomorphism which is onto and ker ¢ = q. If we
i=0
restrict ¢ in Z[0]\ q then the restriction will be onto for (Z/qZ)". We define
Xq ¢ ZI0N\g — {+1}

()

where (¢—> denotes the Legendre symbol. As we have already seen
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f/07 T1 (a+00) = 5 with § = f(0)y € Z{6] and xy(a + b6) = <+qb>

Additionally a + b0 ¢ q and f’(0)2 ¢ q by the hypotheses of the proposition, hence
3% ¢ q which in turn follows that 3 ¢ q. Therefore x,(5) and x,(53?) are defined. We

have that x,(5%) = Xq(5)2 = 1 and so

1= xq<f/(0)2 (a+ b9>)

which gives us the desired result. ]

The above proposition gives us another necessary condition for [[ (a+b6) being
(a,b)esS

a square in K. The above proposition is the reason we had to add the set Q of quadratic

characters in our factor base. As we will see later if we have that > [, (a+b0) =0

(a,b)es
(mod 2) and [] x,(a+0b60) =1 for “enough” prime ideals q this implies that there
(a,b)es
isavery good chance [] (a+b6)being a square. So our next goal is to examine how

(a,b)es
big the set Q must be.

LetV ={8€ K" : [,(8) =0 (mod 2) for all prime ideals p of Z[0]}

As [, is a group homomorphism we have that V' multiplicative subgroup of K. Let
B € K** then there is a y € K* such that 5 = 42 and hence HN(p)l"(ﬂ) =|N(B)| =
p

IN(7?)| = [N(7)[*. This implies that ,(3) = 0 (mod 2) V p prime ideal of Z[f] and
therefore K*> C V. If in our factor base we used only the sets P and G the elements

[] (a+ bf) induced by the linear algebra step would belong to V. We consider the
(a,b)esS

quotient V' /K*? as a vector space over F,. In order to see how much V differs from
K** we will try to give a bound for dimg V /K*?.
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Let A, B be two orders of K such that A C B, q a prime ideal of B and p = q N A.
By f(q/p) we denote the degree of the extension B/q,”A/p. Depending on in which
order we work we will use the notation I, 4 orl,  instead of [,,.

Proposition 2.3.12. Let p be a prime ideal of A. Then we have that

lpa(r) = fla/p)lyplx) Ve K*

qlp

. By q|p we refer to the prime ideals q of B lying above p.

Proof. 1t suffices to prove the proposition for x € A as if z € K* there will exist
y,z € Asuchthatw =% and [, 4(z) =1, 4(y) — I, a(2). we introduce the following
notation. If M is an A—module of finite length then by I, 4(M) we denote the number
of M;/M,_, such that M,/M, |, = A/p where M = M, D M, ; DO ... D M; D
My = 0. Therefore using this notation gives us that [, 4(x) =1, 4(A/xA)Vx € A",
Additionally if L C M it holds that [, ,(M) =1, 4(L) + 1, 4(M/L). Itis true that
B/A = xB/xAsol, ,(B/A) = I, 4(xB/xA). Then using the previous relation
and the fact that B/x A/ A/rA = B/A we get that [, 4,(B/xA) = [, ,(A/zA) +
1y A(BJA). S0l o(x) = Ly 4 (A/A) = Uy A(B/2A) ~ 1, s(BJA) = Iy \(BJzA)
lya(xB/xA) = 1, ,(B/xB). If we set M = B/zB it then suffices to prove that
Ly a(M) =3 f(a/p)ly g(M). Let M = M, D M,,_; D ... D M} D M, = 0 then

qlp
we have that

lp,A<M) = lp,A(Mn/Mnfl) + lp,A<Mn71)
=ly a(M, /M, 1)+ 1, A(M,_1/M,_5)+ ... +1, ,(M;/M,)

All of the M, /M,_, are simple and therefore it suffices to prove the equality for them.
Let N be a simple B—module then N = B/q’ for some prime ideal q of B and

1 ifq =
LpN)y=14 " "9 =1
’ 0 ifq’ #gq

Letp’ = g’ N A, as an A—module N is the direct sum of f(q"/p’) copies of A/p” and
therefore

Fa' /) ife =



2.3 Sieving 59

So finally we have that

n

Lo a(M) =% fa/p)lq p(M;/M; )

i=1 qlp

=" fa/e) >l (M /M)
qlp i=1

=Y fla/p)ly p(M)

qlp

Proposition 2.3.13. For all but a finitely many prime ideals p of A it holds that
—1+> f(a/p)
> f(q/p) = 1. Additionally the number [[ N(p) divides the index |B : A],
p

alp
with p ranging over all prime ideals of A.

Proof. Let T be a finite set of prime ideals of A and U the set of prime ideals of B lying
above those of T'. Let P be the intersection of the ideals in 7" and () the intersection of
the ideals in U. Hence we have that P = () N A and A/P is a subring of B/Q. By
the Chinese remainder theorem we have that A/P = [[ A/p = #A/P = [[ N(p).

peT peT
> fla/p)
Similarly we have that #B/Q = [[ N(q) = [[ N(p)»
qeU peT
—1+>_ f(a/p)
We have that [B/Q : A/P| = #(B/Q)/#(A/P) = [] N(p) ¥ . From the
peT

construction of () and P it follows that () is the only ideal above P and so

[B/Q : A/P]|[B : A]. This implies that only for finitely many p holds that

> f(g/p) # 1 not depending in the choice of 7. That proves the first part of the
alp

proposition. If we take 7" to be the set of prime ideals p such that Y f(q/p) # 1 then

alp
the second part of the proposition follows by the above proof. [

Let A be an order, we define
Vy={x € K" : 1, ,(xr) =0 (mod 2) for all prime ideals p of A}

Proposition 2.3.14. Let A, B be two orders of K such that A C B. Then Vg C V4 and
[Va:Vp] <[B: Al

Proof. By Proposition 2.3.12 we get that if z € Vg thenz € V, as
ly.a(z) = > f(a/p)ly p(z). Hence we get the first part of the proposition. For every
alp
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prime ideal p of A we construct a set S, of ideals of B as follows:

If f(a/p) =0 (mod 2) V qlp then we set S, to be all the prime ideals q of B lying
above p.

If there is at least one q|p such that f(q/p) = 1 (mod 2) then we choose such an ideal,
lets say q, and we set S, to be all the prime ideals q of B lying above p except qj,.

It holds that #5, < —1 + ;f(q/p) as f(q/p) > 2 if we are in the first case and
qip
f(q/p) > 1if we are in the second case. Therefore by Proposition 2.3.13 the set S, will

not be empty only for finitely many p. Let S be the union of all S, where p ranges over
all prime ideals of A. Then we have that,

—1+>° f(a/p)
25 < [[2#% <[[N@*> <J[NG) " <[B:4 @D
p p b

The last inequality follows by Proposition 2.3.13. We consider the map

9 : VA — I]'_;é#s
T (lq’B(l‘) (mod 2))qes
which is a group homomorphism.
kery = {z € Vy : (I, p(x) =0 (mod 2) ¥V q € S} We will show that ker 9 = V.
Let x € kerd then [, 4,(z) = 0 (mod 2) forallpin Aasx € V, and [, g(z) =0
(mod 2) for all g in S. Let q” be a prime ideal of Band p’ = q’ N A.
Ifq" € Sthenl, p(zr)=0 (mod 2).
If q" ¢ S then we distinguish between two cases:
DIf > f(q/p’) = 1 then there is only one ideal above p’ namely q’. So by Proposition
qlp’
2312 we getl, 4(z) = f(q'/p’)ly p(w) which in turn implies that
lq/’B(iU) = lp/,A(‘/E> = 0 (mOd 2)
2)If 37 f(a/p’) > 1 then by the fact that " ¢ S and S, C S we have that
qlp’

> f@/)ly (@) = @ /o)l p@) + D fla/p)lg p(x)

qlp’ qeS,/

So by Proposition 2.3.12 we get that
Ly a(@) = F(a' /o)y p(x)+ Y fa/p)lg p(x)

C[ESP/

Asq’ ¢ Swehavethat f(q'/p’) =1 (mod 2),asq € S,y C S wegetthatl, z(z) =0
(mod 2) and finally as x € V) it follows that [, 4(z) = 0 (mod 2). Combining
all these in the previous relation it follows that [, z(z) = 0 (mod 2). Therefore we
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showed that for any prime ideal q" of B we have s p(z) = 0 (mod 2) and hence
ker v C V. Additionally, as V3 C V, it is straightforward that V; C ker ¢ so finally
ker? = Vp. By the first isomorphism theorem we get that V, /Vyp = Imd < [F;#S.

This implies that ‘VA/VB‘ < 2#% and so [V, : V] < 27#5. Combining that with the
inequality in 2.1 we get that [V, : V5] < [B : A]. O
Lemma 2.3.15. The following inequalities hold:
i) 4 (4)7? < Twithd > 2
ii)d —1+dlogd < 2 logn with d > 2 and n > d>*
ii))2d(2logn)? ' < n31 withd > 2 and n > d2**

For this we refer to [16].

Theorem 2.3.16. Let K = Q(0) , d = [K : Q(0)] and n such that n > d**. Let m,
f(x) be as before, i.e. induced by the base—m algorithm and

V ={B € K* : [,(8) = 0 (mod 2) forall prime ideals p of Z[0]}. It holds that
dimg, V/K** < 220

Comment 2.3.17. The condition n > d** is consistent with the condition needed for
Lemma 2.2.4 and in practice will be satisfied as n will be very large and therefore we
do not have to bother about it.

Proof. 1t suffices to prove that [V /K*?| = [V : K*?] < 2755 = n. We set,
W ={y € K* : YRy = I*for some ideal I of R}

Using Proposition 2.3.14 with A = Z[f] and B = Ry we getthat W =V, C V, =V
and [V : W] < [Ry : Z[f]]. LetY = E(Ry)K*?, then we get the chain

VOWDOY > K*?

This chain represents the first three obstructions that we had in our try to construct a
square in K* by an element of V.
We consider the map

v+ [I] where YRy = I?

which is a group homomorphism. We now examine the kernel of .

kerp={yeW : [[|=1grt={yeW : I=(§}=
Sy e KT R = (07} = {y €K iy =ed,c € B(R)} = Y
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Therefore we have that W/Y = Imiy < CI(K) = [W : Y] < hj where hy is the
class number of K. Next we define,

¢:Y — E(RK)/E(RK)2

ca? - eB(Ry )

The map ¢ is onto and ker ¢ = K*2 and hence we have that Y /K*? =~ E(Ry)/E(Ry)>.
If d = 2s + t then by Theorem 1.4.6 the group F(Rj ) is spanned by (s +t—1) +1 =
s +t = d — s elements. Therefore we get that dimF2E(RK)/E(RK)2 =d—s.

We are now going to combine all the above results in order to obtain the bound for
dimy V/K*?. We have that V O W DY D K*? so,

[V K2 =[V: WW:Y][Y : K]
Using what we have proved so far we get that,
Vi K°2) < [Rye : Z[0)) 20

(d—1+log M)*™*

Let D denote the discriminant of /&, thenby [11] we have thath < M

(d—1)!
dl r4\°
where M = 7d <;> /| D | is the Minkowski constant. Let A( f) be the discriminant

of f(x), we have that,

M < \/|Dg| < V|Dk|[Ry : Z[0]] = V|A(f)| < d¥n'~za
by Lemma 2.2.5.

s o o d—1
S[RK:Z[H]]ﬂ<%) D" 1((-;%1!\4)

< VAWl (5) 2@ =1+ 1og VAT

2d—s

2d 9243 3 d—1
< d 1—%i = _ =
<dn ddd_1<ﬂ'> (d—1+dlogd+ (1 2d)logn)
< dn*—312¢(logn)" = n'=312d(2log n)* !
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Proposition 2.3.18. Let k,r be non-negative integers and E a [ ,—vector space of di-
mension k. Then if we choose independently k + r elements of E with the uniform
distribution, the probability that these k + r elements span I is at least 1 — 27",

Proof. For each hyperplane H of E the probability that all of the £+ elements to belong
in H is (%)k”. Each such hyperplane is the kernel of a uniquely determined non-zero
linear map [ : E — F,. The number of these [ is 2¥ — 1 as E is a F,—vector space
of dimension k. Therefore we will have that many hyperplanes as well. That follows
that the probability of the k + r vectors which we chose to be in the same hyperplane is
2272—:} = 277 —27(k+71) < 277 The k + r which we chose will span E exactly when they

do not all lie in the same hyperplane, thus the probability to span E'is atleast 1 —27". [

In the second step of the algorithm, when we defined the set Q we demanded it to
have about [3%] elements, now we are going to justify this choice. Let V' be the
multiplicative subgroup of K* as described in Theorem 2.3.16. Let as well q be a prime
ideal and x a quadratic character as described in Proposition 2.3.11. Any 8 € V' can be
written as 3 = (3,33 with 3, € Z[f]\qand 3, € K*. In order to show that, it suffices to
prove that the 5; € Z[0]\ g form a full system of representatives for the residual classes
(mod K*?). Let 3 € V then by definition of V we will have that l4(8) =0 (mod 2).
We multiply 8 by an even power of an element x € Ry such that q does not appear
in the factorization of < y > and Sx? € K*\gq. Afterwards we multiply the previous
product by a square of an element y € R, \q such that Sz?y? € Z[0]\g. Hence if
we set 8, = Bx2y? and B, = (zy) " we get that § = 3,2 with 8, € Z[f]\q and
B, € K*. We can show that x, (/) is independent of this representation and therefore
X Induces a map,

Xo VK {21}

Our goal is to use Proposition 2.3.18 for the F,—vector space Hom(V /K*? {£1})
We know that dimg Hom(V /K 2 {41})) = dimg V/K *2 and therefore by Theorem

2.3.16 we conclude that dimy Hom(V /K 211} < ll%% =. Then the Cebotarev den-
sity theorem (Appendix A) implies that if q ranges over all first degree prime ideals of
Z10] with f'(0) ¢ q with increasing norm then the y; are asymptotically uniformly dis-
tributed over Hom(V /K*? {41}). So the Xq Which the algorithm uses can be seen as

random elements of Hom (V /K*?, {4+1}). Having this in mind, then Proposition 2.3.18

and Theorem 2.3.16 imply that the [3 ll%% 2] elements of Q have a probability of at least

1— 2721 o span Hom(V /K*?, {41}). If that is the case then fora 8 € V it would
hold that

BeEK? & x,(8)=1 YqeQ.

Hence we get a necessary and sufficient condition for when an element of V' belongs to
K*2.
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So for each pair (a, b) stored by the sieving step when we will construct the vector v, ;)
its coordinates will include the following:

1) The first |P| coordinates of v, ;) will be equal to the exponent vector over P of a+bm
(mod 2).

2) The next |G| coordinates of v, ;) will be equal to the value [, (a + bf) (mod 2) for
allp € Q.

3) The last [31100gg 5] of v, ) Will be equal to 0 or 1 as follows:

For each q € Q we compute x,(a + b0). If x,(a + b0) = 1 we store 0 in the corre-
sponding coordinate of v, ). If x4 (a+ bf) = —1 we then store 1 in the corresponding
coordinate of v, ;). Thus after the linear algebra step we will get a set T" such that,

zp( I1 (a+b9)) —0 (mod2) VpeP
(a,b)eT

o II (a+00)) =1 ¥aeQ

(a,b)eT

So we get an element in Z[#] which with a very high probability will be a square in K*.

2.4 The square root step

The last step of our algorithm is the square root step. In this section we describe an
algorithm that solves this problem according to a paper included in [16]. Let 32 € Z[6]
with 3 € Z[f] and ¢ as in section 2.1. Let 8 = ay 1041 + ... + a;0 + ay and x =
ag_1ma1 + ...+ a;m + ay. We wish to compute

p(B) =z (modn)

by only knowing § = (2. As § € Z[f)] it then can be written as a polynomial of 6
with integer coefficients and degree less than d. However in practice § will be a product
of thousands of elements of the form a + bf and hence its coefficients will be huge
making it completely impractical to use them. In order to deal with this difficulty we
will compute x (mod p,) for several primes p, and using the Chinese remainder theorem
ina clever way we will compute z (mod n). By the Chinese remainder theorem we get

P
az—ZaxPsuchthatz:sc(modP)whererZ—PP— = p!
(mod pl) z = pmodp,. The fact than z = x (mod P) implies that z = z — rP =

z—rx=rP=>r=%3=r=|14+ %]

k
Alsox =z—rP (modn) =z = > ax;,P,—rP (mod n).
i=1



2.4 The square root step 65

k

k
a,z, P a.x, L
Py i:zjlzzz gzzﬂ:iaix
=1 P,

P~ p P .

equation. It is only left to compute the x, in order to able to compute z (mod n).

Let p be a prime such that f(x) is irreducible in [, [z] and 6, aroot of f(x) in its splitting
field over [ ,,. We consider the map

7

hence we can compute r using the previous

T, Z210] — [Fp(Gp)

-1 d— A
E a;0' =y ab,’
i=0 =0

Let § = 3 we then have that 6, = 7,(6) = 7,(8%) = 7'10(5)2 = (2. So we can think
of 8, as 8 with its coefficients reduced modulo p. This still allows us to compute to
compute * (mod p). Hence it is sufficient to find 3, as a polynomial of §,, and then
substitute 6, by m and reduce the result modulo p. That introduces a new problem. For
each prime p we have to be able to decide if 7,(3) = 3, or 7,,(3) = —f3, so all of the
congruences which we collect coincide. In order to be able to do that we will assume
that the degree of the extension is odd. If we assume that we have that we can use the
norm in order to be able to distinguish between the two cases.

If the degree of the extension is odd then N(—3) = —N([5) so either 8 or —f has
positive norm. We assume that (3 has positive norm. Hence in any case we for the 3, we
have found it suffices to compute the norm or the element it corresponds to. In order to
do that we will use the norm N, of (¢, for which we have that N(a) = N,(7,(a))
(mod p) for a € Z16)].

The extension [,(6,,)/F, is a cyclic extension and Gal(F ,(6,,)/F ) is generated by the
automorphism of Frobenius,

o, F,(0,) — [Fp(Hp)

p
at aP

This implies that
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d_1
Therefore we compute y; = N (/) (mod p) and y, = Bp% (mod p). Then

_ B, ify; =y, (mod p)
) {—ﬁp ify, = —y, (mod p)

Remark 2.4.1. Note that even though we do not know [3 we can compute its norm. This
can be done by using the following formula

(a,b)eT p:IpeG
p=N(p)

N(B) = |\/| [T Na+o) =N o) I v

Therefore the only thing left is to compute the z; = = (mod p,). For doing that it is
sufficient to compute the /5, .

Proposition 2.4.2. Let T, be a finite field with ¢ = p?. An element § € I is a square
inqiﬂ;_z if and only if § T = 1 and respectively 0 is not a square in t if and only if
07 =—1

Proof. Lety € [} be a generator of ['; and J a square, hence § = (fyk)2 = ~2F for

some k € Z. Then 5% = y# % = (y4~1)* = 1. If § is not a square then § = 2+
1) - B

for some k € Z and 6z = 72k+1qT = TR o B <7q—1)’f7g_1 —

1(—1) = —1.

But 67! =1 = §% = 4+1. If 6= = 1 and assume that § = 72+l then 1 = 6% =
S e | contradiction, so J is a square. If 5%z = —1 and we assume that

-1
§ = ~2F then 12*"7 = —1 = ~4(@~1k = _1 contradiction, so § is not a square. O

Proposition 2.4.3. Let [, be a finite field with ¢ = plandq—1=2"s. Ifn € I, is not
a square in 7, then ord(n®) = 2". Additionally the Sylow 2—subgroup of T, will be the
Sor =< 1° >.

Proof. Let k be the order of °* and nq%l = —1 by the previous proposition as 7 is not a
square. Hence —1 = n'z = p’z* = 2" 's = (ns)yi1 which implies that (nS)ZT =1.
Therefore k | 2. Also (°)*" # 1for0 < m < r— 1 as if that did not occur we would
have that 1 = (775)2m+1 = .= (775)27“71, contradiction. Thus n® generates a subgroup
of order 2". As [, is abelian there is only one Sylow 2— subgroup of [ and hence
Sor =< 1° >. L
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The idea we will use in order to find a square root ¢ is the following. We will con-
struct two sequences of elements w; and A, respectively such thatw? = X\;8, ord(\, ;) <
ord();) and ord()\;)|2"! for all i. If we manage to find such two sequences the even-
tually for some j we will get A; = 1. Therefore we will have wjz = ¢ and hence we get

a square root of §. In the worst case i.e. if ord(\,) = 27! it will take us r steps until
we get A\; = 1.

Proposition 2.4.4. Let ¢ be a generator of the Sylow 2—subgroup of T, Sy If ord(\;) =

2™ and Ny = NC? 7 then ord(\;1)|2™ . Additionally, if we have w? = \;6 and
Wi = w T then w? = A6,

Proof Asord()\;) =2m = \>" =1= 22" = —1. Alsoord(¢) = 2" = (*" =
— m— m— r—m . 2Mm"1 r—m+m— —
1 = CQT ! = —1_ SO )\22+11 = )\22 1(C2 )2 = (—1)C2 ! = —CZ ! =

(~1)(—1) = 1 = ord(A,y)[2" L. Finally, o2, = w?(¢¥ )" = w2 =
)\,L(SCQ - )\i+15' D

Let A = 0°and w = 6" thenw? = M and (0°)> =02 ' = 6% =1lasdisa
square. Therefore we have that ord(5%)|27 1. So according to the previous proposition
we will construct w; and \; as follows:

__ £s _ s+1

Ag =10 wyg =072
. or—m; . 27‘7mi71

Aiy1 = A6 Wip1 = WG

where ¢ = 1° for some 7 that is not a square in [} and ord(};) = 2™.

2.5 A working example

In order to understand and illustrate what we have studied so far in this chapter we
give an example. In this section we are going to try to factor the number
n = 12353161739. In practice in order to factor a number of this magnitude we do
not need a so powerful algorithm like the GNFS but here it will help us illustrate the
procedure.
The first step is to choose the degree d of the extension K /Q in which we are going
to work. We choose d = 3. The next step is to find an irreducible polynomial f(x).
According to section 2.2 we proceed as follows. We compute
m = [n/4] = [12353161739"/3] = 2311 and then find the base—m expansion of n.

12353161739 = 2311% +2-2311% + 322311 + 114

The base—m expansion of n suggests that we must set f(z) = 23+2x2+32x+114. This
polynomial is irreducible. Indeed, this can be easily induced by applying the Eisenstein
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criterion for the prime number p = 2. Therefore if we denote by 6 a root of f(z) then
K = Q(0) is a third degree extension of Q. We define

o : Z[0] — 7/123531617397

2 2
> a6 a;2311° (mod 12353161739)
=0 =0

Afterwards we choose our smoothness bounds B, and B,. We set B; = 100 and
B, = 101. Thus we get
P={2,3,57,11,13,17,19,23,29,31, 37,41, 43,47,53,59, 61,67, 71, 73,79, 83,89,97}

G ={(0,2),(0,3),(3,5),(6,11), (4, 13), (3,17), (0, 19), (7,19), (10, 19), (19, 23), (31, 37),
(7,41), (10,43), (14,43), (17,43), (64,71), (27, 73), (34,79), (57, 79), (65, 79),
(82,83), (58,89), (2,97), (33,97), (60, 97), (8, 101), (27, 101), (64, 101)}

Q ={(59,103), (89,127), (62,131),(89,139)}

As it can be seen the quadratic character base is chosen to be much smaller than
suggested in section 2.2. If we used the suggested size for Q which is [3 11?)%] we should
take Q to have 100 elements. This is not so good as it implies that in the sieving step we
have to find ”many” relations. Fortunately in this case we can do something better. The
size [3 llgég] was induced by Theorem 2.3.16. However in the proof of this theorem we
showed that the following inequality holds as well,

[V': K™% < [Rye + Z[O]]h 2%

As the number field K is not too ’big” we can use SAGE to compute the parameters in
the right hand side of the inequality.

In SAGE we give the orders,
R.<x>=QQT]
K.<a>= NumberField (X3 +2*X2+32*x+114)
h=K.class number() ; h
OK = K.maximal order()
OK.basis()
K.signature()
The output of the above orders gives us that [R : Z[0]] = 1, hy = 4and s = 1. Hence
we get that [V : K*2] < 1-4-231 = 2% and therefore a set Q of size 12 is sufficient.
However even a choice for Q with 4 elements proved to be sufficient for our example.
So finally we have that [P| + |G| + |Q| = 25 + 28 + 4 = 57 and we can start sieving.
We choose the sieving bounds to be U; = 700 and U, = 150 and we deduce the above
63 relations mentioned in table 2.1.
The next step is to form the matrix which we are going to use in the linear algebra step.
In order to do that we form the vectors v, ;, that correspond to each relation (a, b). For
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Relations

bl a |A(a) | Ay(a) | b a | Ay(a) | Ay(a)
1| -57 1 -1 9 13 1 -1
1| -48 1 -1 11 | -278 1 -1
1] -33 1 -1 11 19 1 -1
1| -17 1 -1 11 35 1 -1
1| -10 1 -1 12 | -61 1 -1
1| -8 1 -1 13 | -608 1 -1
1| -7 1 -1 17 | -237 1 -1
1 1 1 -1 17 | -157 1 -1
1 3 1 -1 17 52 1 -1
1 7 1 1 17 58 1 1
1 9 1 1 17 | 114 1 1
1| 14 1 1 19 | 113 1 1
1| 119 1 1 20 | -587 1 -1
1| 677 1 1 21 67 1 1
2| -71 1 -1 24 | 73 1 -1
2| -57 1 -1 25 76 1 -1
2| -23 1 -1 29 | 508 1 1
21 19 1 1 31 | -46 1 -1
2| 31 1 1 31 39 1 -1
21 109 1 1 43 | 126 1 -1
2| 123 1 1 47 | 319 1 1
3| 35 1 1 53 | -219 1 -1
51 -107 1 -1 55 | -609 1 -1
5] -12 1 -1 56 | 257 1 1
5] -3 1 -1 59 | 163 1 -1
5] 16 1 1 59 | 271 1 1
6| -1 1 -1 75 | 238 1 -1
7| -317 1 -1 83 | 171 1 -1
7 5 1 -1 103 | 579 1 1
8| -19 1 -1 104 | 393 1 1
8| -15 1 -1 121 | 369 1 -1
8| 27 1 1

Table 2.1: Relations

example we take (a,b) = (—57,1) and we show how to compute v, ;). The first 25
coordinates of v, ;) will be the exponents of the factorization of —57 +1-2311 = 2254

over P reduced modulo 2.



70 The General Number Field Sieve

2254 = 213050 72. 110130 170 . 199 231 . 200 . 310 370 410 . 430 . 470 . 530 . 590 . 610 670 . 710 - 730 . 79° . 830 . 890 . 970
so modulo 2 we get the vector
(1,0,0,0,0,0,0,0,1,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0)
The norm of an element a + b6 is given by the following formula,
N(a+b0) = a® —2ab + 32ab*® — 114b3
so for (a,b) = (—57,1) we get N(—57 4 0) = —193629.

—193629 = —-3-19-43-79

Therefore checking for which pairs (¢, p) in G it holds that —57+1-¢ = 0 (mod p)
and reducing modulo 2 the respective [, (—57 + 0), we get the following vector.

(0,1,0,0,0,0,1,0,0,0,0,0,0,1,0,0,0,0,1,0,0,0,0,0,0,0,0,0)

—57+ s

Finally we compute ( ) for (s, q) in Q and we get the vector

(0,0,0,1)

By concatenating the above three vectors we form v(, ;) and hence the first column
of the matrix which we are going to use in the linear algebra step. We do the same for
the rest of the pairs (a, b) and form a 57 x 63 matrix. Then we try to find vectors in the
nullspace of this matrix. An algorithm like Block Lanczos could be used for this step.
However as the size of the matrix we want to handle is not too large standard Gaussian
elimination can be used. Again we use SAGE for this by giving the following orders.
M = MatrixSpace(GF(2),63,57)

A=M([]).transpose()

A transpose().kernel()

where in [] we put the matrix. The dimension of the resulting nullspace is 10 and one
vector in the nullspace is the following

(0,0,1,0,0,0,0,0,0,1,1,0,0,0,1,0,1,1,0,1,0,0,0,0,1,0,1,0,0,1,1,1,0,0,1,1,1,1,0,1,0,0,0,1,1,0,0, 1,1,0,0,0,1, 1,0, 1,1,0,1,0,0, 1,1)
This vector implies a set 1" of relations.

T ={(1,-33),(1,7),(1,9), (2, —71), (2,—23), (2,19), (2, 109), (5, —3), (6, —1),
(8,—19), (8, —15), (8,27), (11,19), (11, 35), (12, —61), (13, —608), (17, —157),
(19,113), (20, —587), (25, 76), (29, 508), (47, 319), (53, —219), (56, 257), (59, 163),
(75,238), (104, 393), (121, 369)}

Using this set we get
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£2311)* ] (a+b2311) =
(a,b)eT

808730885443793995060049828521122865134769210875836236395311923200000°  and

£©O° I (a+b0) =

(a,b)eT
165426272508618432776464147346342224215536627939434239934402062+
113110929126537401218119171267992156443731091745657583431266320+
19245534885761352441116661477160783725312818316229172601428784

At this point we have to note that in practice when the GNFS is used we do not
compute the above results as we care only about their image under ¢. What we would
have computed using repeated multiplications (mod 12353161739) is

©(808730885443793995060049828521122865134769210875836236395311923200000)
= 11624226379 (mod 12353161739).

This can be done efficiently as we can use the exponent vectors of a + 62311 for
(a,b) € T which we have already computed. By adding these vectors and then dividing
by 2 each coordinate we take the exponent vector of

808730885443793995060049828521122865134769210875836236395311923200000

Then by modular exponentiation and multiplication (mod 12353161739) we can com-
pute its image under ¢ efficiently.

This can not be done for § = f/(6)> [] (a+ b#) as we have already seen that in this
(a,b)eT

case we can not find the square root of this element efficiently. Therefore we have to

use the techniques of section 2.4. However in this case we can use again SAGE in order

to compute the square root of 6. We give the order:

0.is_square(True)

and we get

(True, 591189332362482601332975023462
— 12938693109516214529798192425066 — 4182528496250969872573845109548)
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If we denote by [ the above square root of § then we have that
©(B) = 1749634778 (mod 12353161739)

Additionally 11624226379 # 41749634778 (mod 12353161739) so we can conclude
the following prime factors of n.

gcd (11624226379 — 1749634778, 12353161739) = 97039

ged(11624226379 4 1749634778, 12353161739) = 127301

We are now going to try to illustrate the procedure that we would have followed if
we had used the method described in section 2.4 for computing ¢(3) (mod n).

Let 8 = ay0® + a,0 + ay and * = aym? + a;m + a,. Obviously p(8) = =
(mod n). The first step is to find a sufficient number of primes p such that f(x) is
irreducible in [, [z] and the product of these primes to exceed x . In order to do that we
need an estimate for z which we can get in general. In this case we know that

x = 28579458317137456263027540884937800
and therefore we obtain that the following set of primes will work
A ={227,251,293,307, 347,359, 397,421, 433, 443, 461, 467,479, 509, 569 }

The next step is to compute = (mod p) for p € A. We use the method described
in section 2.4. We are going to show how this can be done for one prime in A. We
will consider the prime 227. Initially we have to find an element that is not a square in
F,(6,). One such element is n = 62 + 36, + 1. We have that 227 — 1 = 2. 5848541

p
and hence

Sy = L1ty = {1, 1)

Afterwards we compute the reduction modulo 227 of § which turns out to be
0, = 35912) + 96, 4+ 163. Now we are ready to construct the two sequences that will give
us the square root of §,, in [,,(6,,).

5848541+1

Ao = 6584854 = 1wy =45, = 21462 + 2076, + 150

As Ay = 1 we conclude that wy is a square root of 6, in ',(6,,). Now we have to
apply the norm test in order to determine if it is the one we want.

22731

N(B) =172 (mod 227) N, (wy) = w1 =172 (mod 227)
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P 227 | 251 | 293 | 307 | 347 | 359 | 397 | 421 | 433 | 443 | 461
x (mod p) | 177 | 126 | 235 | 92 | 114 | 304 | 291 | 96 | 161 | 393 | 36
P 467 | 479 | 509 | 569
x (mod p) | 445 | 251 | 204 | 42

Therefore we found the right square root. Now we can compute x (mod 227). We have
that 2 = 214 - 23112 + 207 - 2311 + 150 = 177 (mod 227). We do the same for the
rest of the primes p € A and we conclude that

P .
We set P = ]| p; and P, = —. The next step is to compute the
p,EA p;

a; = P! (mod p;).

(2

p; | 227 | 251 | 293 | 307 | 347 | 359 | 397 | 421 | 433 | 443 | 461
a; | 29 |220| 17 [ 252 | 46 | 107 | 105 | 352 | 54 | 133 | 300
p; | 467 | 479 | 509 | 569
a; | 428 | 310 | 182 | 335

15
Z i — 1530.00

=1 Pi

Thus we get that » = 1530 and we can now compute x (mod n) as follows.

15
=Y az;P,—rP (modn)= x=1749634778 (mod 12353161739)
=1






Appendix A

The Cebotarev density theorem

Let L/ K be a Galois extension of number fields, S, R the respective rings of integers
of L, K. Let P € P(K) and Q € P(L) such that Q|P.

Gz =Gz(Q/P)={0eGa(L/K)|o(Q) = Q}
is the decomposition group of Q/P ,
Gr=Gp(Q/P)={0c€Ga(L/K)|o(a)=a (mod Q)VacS}

is the inertia group and G = Gal(S/Q,R/P). It is well known that the following
short sequence is exact.

1 —Gp—G,—G—1

If Q is not ramified in L/K then G = {1} and so G, = G. The Galois group G is
cyclic and is generated by the automorphism of Frobenius,

o:5/Q—=5/Q
s+Q sNxP) 4 Q

It follows that there is exactly one K —automorphism of L , o € G, such that
o(s) = sVxP) (mod Q) Vs € S. This automorphism will be called symbol of the

Frobenius and will be denoted by {L(TK} . If we take 0 € Gal(L/K) then

[%} =0 [L(TK] o~L. So if Q) ranges over all the prime ideals of L lying over the not
ramified prime ideal P of K then the [L/TK} ranges over a conjugate class of Gal(L/K).

We denote this class by [L/TK} )

75
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Definition A.0.1. Let A C P(K) be a subset of the prime ideals of K such that there
exists a positive real number § = §(A) > 0 for which

1
=—dlog(s—1)+0(1) ass— 1T
o vy

Then the number 6 will be called Dirichlet density of A.

Theorem A.0.2 (Cebotarev Density Theorem). Let C' be a conjugate class of the group
Gal(L/K), ¢ = #C and Ay e ¢ = {P e P(K) | P not ramified in L] K, [L/TK] -
C’}. Then Ay, ¢ has Dirichlet density 6( Ay i o) = % wheren = L : K|.

The above theorem has also the following form.

Theorem A.0.3. Ifz € Rand N, = #{P € P(K)|P € Ap ¢ and N jqp) <

c T
x} then Ng, o= (ﬁ + 0(1)) Tog s

For more details about the above theorems we refer to [1] or [19].

The subgroup V' of K* has the property that V /K *2 is of finite dimension over the
field of two elements. We set L = K(y/vlv € V). Let B = {vK**} be a base of
V /K*? over [F,, for some v € V. Then we have that L, = K (y/o|vK*? € B). The L/K
is a finite abelian Galois extension of exponent 2. According to the Kummer theory the
map

V/K** — Hom(Gal(L/K),{+1})
vK*? - x,

o(v/v)

where x,(0) = T for each v € V is an isomorphism [12, Theorem 4.4 p.412].
v
This can be written also as a pairing
Gal(L/K) x V/K** — {£1}
(0_7 UK*2) S J(\/a)
Vv

and by duality, since L/K is finite Gal(L/K) =~ V/K*?. This means that the char-
acters x, of V/K *2 coming from a prime ideals of degree 1, q f (f'(6)) from which

it follows that q is unramified in L/K is nothing but the Artin-symbol [L/TK] Ac-

cording to the Cebotarev’s density theorem they are equidistributed over Gal(L/K) =
Hom(V/K*? {+1}).
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